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#MCKYCCTBEHHbBIN MHTENNEKT




== UckycctBeHHbIN nHtennekt (UN) Artificial X
intelligence

KOMIMbOTEPHbIE CNCTEMDbI, CNOCOOHbIE BbINOMHATb 3ajauyu,
CBOWCTBEHHbIE 4enoBe4EeCKOMY UHTEJTNEKTY

MU — 3TO TexHonorum, no3BonsoLMe cuctemam

* MOHMMAaTb 3anpochl, ChOPMYNNPOBaHHbIE ECTECTBEHHbLIM S3bIKOM
aHanuanpoBaTb, 00pabaTtbiBaTbh U HAXOAUTb HY>KHble JaHHbIE
pacno3HaBaTb 06pa3sbl, CUMBOJbl 1 3aKOHOMEPHOCTU
oby4yaTbCcs Ha BONbLUMX NOTOKaX AaHHbIX
NPUHMMAaTb PELLEeHUs U aaanTUPOBaTbCS K pasHbIM YCIOBUSAM

.




'oe npumeHsetca U

MeauuuHa v 3gpaBooxpaHeHue baHKoBcKasa ccepa

* VHouBmpayanbHble CXeMbl NeYeHns « ABTOMaTUYECKME MHBECTULINU
» Pa3paboTka HOBbIX flekapCTB =l S * KpeauTHbIN CKOPUHI U OLEHKa PUCKOB
* AHanus gaHHbIX P « OnepaTtnBHOE NPUHATUE PELLEHUN

O6pa3oBaHue B  Hayka n uccnegosaHus

« AganTtauma matepuana nog yvYeHuka * DBbICTPbIN MOUCK 3aKOHOMEPHOCTEWN
* BbiaBrneHue npobenos B 3HAHUSX * YCKOpeHue nccnegoBaHusd
 CocTaBneHue gonornHUTENbHbIX 3adaHnn * [loncKk pelleHnin Ha OCHOBE aHanusa




E—

Kak U npoTMBOCTOUT MOLUEHHUKaAM

* BbIABJIAET U NepexBaTbiBa€T MOLLEHHNYECKNE CXEMbI \\\ =
;_'\ .L \

* CHWXaeT Harpysky Ha pearnbHble XepTBbl KYAA HAXATD,

MUAOK?

-

Mpumep: «KKnbepbabywka» — UN-mopenb coToBOro
oneparopa

* 0OLlaeTcsa ¢ MOLLEHHUKAMU OT UMEHM MOXUNOIro KNneHTa

* OTBIIEKAET 3MOYMbILLIIEHHNKOB OT peanbHbiX Noaen,
TpPaTUT UX BPEMSI U PECYPCbI




ObpaTtHasa ctopoHa UW

PrHaHCOBbIE Yrpo3bl Ocobasn 3oHa pucka
pPOCT KI/I6€pMOLLIeHHI/I‘-IeCTBa * POCT 4Yucna rnocrtpagaBinx HecoBepLeHHONMETHNX

C ucnonb3oBaHnem UV * aTaku Yepe3 3BOHKW M COOBLLEHMS
KpaXvi AEHEXHbIX CPEACTB U faHHbIX (LUKOMbI, FOCOPraHbl, orepaTopbl CBs3u)

daBTOMaTn3auunad npecTyriHblX CXem * MOLWEeHHNYEeCTBO C UTPOBbIMN aKKayHTaMn 1 TNA

Onepaunu 6e3 cornacusi KNMMEHTOB MpepoTepaLwEHHbIE NpoTusopencTene
XL EHNA POChOUHMOHNTOPUHT

dunHaHcoBas pa3Befka
27,5 222 ctpaH CHI
MnpA pyo MnpA py6 MIH pyo EBpasuiickas rpynna no

9 mec. 2025 HOsAA0pb 2025 1 Nnogd/eT




OTmbIBaHMe cpeacTB

Kn6epmolueHHMYecTBO 3anyTbiBaHMe (pHAHCOBbIX NMOTOKOB

| !

4 )
MNoacTtaBHble 6aHKOBCKUe Kpuntonnatdopmbi

cyeTta
MHOrOKpaTHbIE NEPeBOAbI, l
CMellUnBaHUe CpeacTs NNeranunsauumsa / ¢pmuHaHCcHupoBaHue
NPecTynHOM AeATesNIbHOCTHU

Yrposa HOCUT TpaHCHaLMOHarbHbIA XapakTep
6




KTo Takou gponnep?

Oponnep

4YenoBeK, KOTOPbLIN UCMNONb3YeT CBOU KapThl
anga obHannumMeBaHuUAa UNu TpaH3uTa (aanbHenwemn
OTNpPaBKN) NOXULLEHHbIX AEHEXHbIX CPeACTB




BoBrneuyeHue monoaexwm

KTo BOBnekKaeTtcs

* nogpocTku oT 14 net

* CTYOEHTbI U LUKOSTbHNKK
» ©e3paboTHble

. I

Bbonee 1 mnH gponnepoB
MacwTtab npobnemsl B Poccun

faHHble baHka Poccum

Kak BoBrnekaroT (ncuxornorn4yeckue
YIOBKMW):

* CPOYHOCTb — «TOJIbKO CEerogHsi»
npocToTa — «CrnpaBuTCs NodoN»
MHUMasA NeranbHOCTb — «BCE 3aKOHHO»
NOCTENEHHOCTb — OT MarbIX CYMM K 60nbLLUNM

coumanbHOe A0Ka3aTebCTBO —
«yXe paboTatoT COTHM»




OTBeTCTBEHHOCTb

NMpamasn yronoBHas
OTBETCTBEHHOCTb

YCTaHOBSIEHA 3a APONMNePCKNE CXeMb
B gononHeHuu ctT. 187 YK PO

Haka3aHue
* 00 3 neTt nuwleHusa ceoboabl —
3a nepenavy DaHKOBCKUX PEKBU3NTOB

* [0 6 neT nuwieHus cesoboabl —
Ans opraHn3aTopoBs (4ponoBoaoB)

lNpakTuka npumeHeHus

B 2025 r. BO36YXAEHO nepBoe
YrorioBHOE Oerio NpoTuB Aponosoga

coTpyaHmndecteo ¢ MBl — ocHoBaHue
o551 ocBoboXxaeHns
OT OTBETCTBEHHOCTU

OpraHn3aTop BbISIBMEH
Mo NoKasaHusaMm
3aep)kaHHOro
aponnepa




Oundenk

(ot aHrn. deepfake — «rnybokuin nognors)

BUAeo, ayamo nnun oTo, cosgaHHble NI,
Ha KOTOPbIX YernoBekK AenaeT nin roBopuT To,
4yero HMKoraa He 6bINo B peanbHOCTU

Kak aTo paboTtaet

« 3BOHKM MoJ BUOOM OMPOCOB U 3anuch rornoca

* W konunpyet nnuo n ronoc 4Yenoseka
[JocTaTO4YHO HECKOJIbKNX CEKYH[, 3anunucu

A9 co3aHnsA roriocoBoro anngenka

A

e CO3[aHue ronocoBbIX ANNgEenKoB




[lepBbIN TPOMKUU Kenc

2019 roa, BenunkobputaHua Cxema aTtaku

MOLLUEHHUKN ¢ nomoLbio W ckonnpoBanm ~

y 4
ronoc CEO 3HepreT4eckon komnaHuu «Fonoc gpupekTopa» 3BOHUT NOAYNHEHHOMY

CO CPO4HbIM pacriopaxXxeHnem o rnepesoe
cpencTB NnOCTaBLWUKY

N
!

-
€220 000

nepesegeHbl Ha CHET MOLLWEHHUKOB

\_




«3noun 6nusHeu» (Evil Twin)

CyTb aTaku G o Yrto noxuwator
nogaenbHasa Wi-Fi-ceTb, » ‘ * JIOMMHbI N Naponun
KOnnpyttlas HacTosALlyto  # — « [aHHble 6aHKOBCKUX KapT

\ * nepenucky 1 nctopuio Gpaysepa

Kak paboTtaeTt cxema

(" ) ) ] )
KnoHunposaHue cetun MNopgknoyeHne XepTBbl Man-in-the-Middle PULLNHT

ToT Xe SSID, 6onee kade, asponopThl, nepexsart BCEro (perikoBas

CUNbHbLIN cUrHan TOProBble LEeHTPbI Tpadgmka CTpaHuua BXxoda
. \ \ AN

J




«35oun 6rnM3HeLl» B a3ponopTy

Cutyauus

LLIkonbHMLUA nogknoyYmnnach
K Wi-Fi ¢ HasBaHuem asponopTa

CeTb Obla NepBow B Crncke

Kon okasancst ogHopa3oBbIM
naponem

PesynbraTt
« [loTepsa gocTtyna K MecceHaxepy
° KOMI'IpOMeTaLI,VIﬂ JINYHbIX AAdHHbIX

—

Kputnyeckmne owimokKu

* [lpourHopupoBaHsbl

npeaynpexaeHus
O He3alWULLEHHON CEeTH

BeenéH Homep TenedoHa
BBenéeH kog n3 mecceHoxepa

BaxHo!

Kogbl U3 mecceHaxepoB
HUKOrga He BBOASATCH
npu peructpaunm B Wi-Fi




Nepea Hayanom pab6oTtbl U

* aHanusupyeT QaHHble N3 coLuceTen, CanToB, yTedek
* reHepupyeT «uageanbHble» NMMCbMa U COObLLEHNA

OTnpaBnsieT nepcoHanbHoe coobLleHune

» ©6e3 ownbok 1 WabnoHHbIX ppas
* BbIMAAUT Kak peanbHoe cryxebHoe obLieHne

Pe3ynbraTt — notepsa AeHer

( n Cnyx6a nogaep»Ku

YBEAOM NEHUE .
O NPOBEPKE Y4YETHOMU
3AINMNCH




MN-BULLUUHT

UN-BULLNHT
(anrn. vishing = voice + phishing): ronocosou ¢puwmHr

* roriocoBasi pa3HOBUAHOCTb Aundeiika o et

OBOPOHbI
* W konmnpyetT ronoc no HECKONbKUM

CeKyHOdaM 3arimcum

* Mo3BOoJideT BeCtun ananor Cc )KGpTBOI?I
y L

UN nenaet moweHHUYeCTBO
MaKCUManbHO peariIMCTU4YHbIM




CyTb aTtaku

PoMaHTN4YeCKMN cKam

W Benét becenbl C Thica4amMu nogen ogHOBPEMEHHO

« Co3pgaéet unn3unto JoBepust, UCMonb3yeT JaHHbIE
coLceTen ans nepcoHanmsauum obuieHns

Kak paboTtaeTt cxema

(
lNMepenucka B YaTax

JINYHbIE BOMNpPOCHI,

ronocoBble COOOLLEHUSA
.

\

(

J

\

MpepnoXeHne BNOXXEHUN
CTaBKW, KpUNTOBAMOTA,
drHaHCcoBbIE NMPaMUAbI

~

J

IJeMoHcTpauua «ycnexa»
yepes3 OTO, CKPUHLLOTHI,
nogapku




Bbe3onacHocTb B nyonnyHom Wi-Fi

He nonb3yiiTecb He3alWMNLWEHHbIMU CETAMM Hukorpa He BBoguTe Naponu n gaHHble KapT

«3nNble OBOVNHUKMY MOYTU BCEraa OTKPbIThI [y6nuyHbin Wi-Fi nepexBaTtbiBaeT Tpaduk

O6pawante BHUMaHue
Ha npepynpexapeHusa

Ncnonb3ynte Tonbko HTTPS-canTbl

3Havyok 3aMka — coenHeHne
3alUULLEHO CKBO3HbIM LUNPOBaAHNEM OHM curHanuaupyoT

O peanbHoun yrpose

Mopknoyante MHOropakTOpHYIO
ayteHTudunkauyuo (MFA)

[Maponb + ogHopa30BbIv KOA




He nognaBantecb naHuke!

Kak 30ByT MO10

y . - cobaky?
[MpocTon, HO HagEeXHbIN cnocob

3aWmMTUTBLCA OT noaaenku ronoca MU

1. MonoXxute TPYOKY rNpu rnepsbIX NOAO3PEHNAX

2. lNMepe3BOHNTE POACTBEHHUKY UNKN QPYyry
N3 TeriedpOHHON KHUMM A9 NMPOBEPKU

. Ucnonb3ynrte cemenHoe KogoBoe CIIOBO
OIS NoATBEPXKAEHNA NIMYHOCTU

. 3apaBaunTe NU4HbIE BONPOCHI,
N3BECTHbIE TOSbKO BrN3KnUM
(Harnpumep. «Kak 30ByT Hally cobaky?y)




CobnoaanTte uncdppoByro rMrneHy!

Kak He gatb U/ KknoHupoBaThb BaLl KoHTponupynte aMmoumoHanbHoe

rosqéiocC COCTOsIHUe

« 3akpouTe AoCTyn K COLCeTaM » Jltobas nHpopmauums, Bbi3biBaroLLAA
(TorIbKO 4775 Apy3en) CUIbHblE aMouun N TpebytoLas

HemMmeareHHbIX JeUCTBUN,

He BbiknagbiBanTe 3anucu CKopee BCero — obmaH

royioca B OTKPbITbIA OOCTYnM
(cTarycel, CTPUMbI, MECCEHIKEDHI) « Obcyante cntyauuio ¢ 6rnimsknmm

maBHOe opyxXune — Kputnieckoe mMmbillurieHne

[MomHuTe: rocygapctBeHHble opranbl (LB PO, ®CB, PHC) He pewatoT
«BaXKHble BONPOCHLI» Mo TefiedpoHy



OTcekauTe noao3puTernbHbleé KOHTaKTbI

v
Kak pencrteoBaTtb, €CNu CTONKHYNIUCb C MOLWEHHUYECTBOM
* [pekpaTuTe pasrosop Npm ynoMmHaHuUu * He nepeBopguTe HUKaKUX geHer 4YernoBeKY,
OEeHer, CTaBOK, KpMNTOBarnoT KOTOPOro He BMOENWN BXUBYIO
* Wcnonb3ynte KpUTUYECKOE MbILLUIEHNE * MMpwv HeobxognmocTn — coobLnTe

B MpaBOOXpPaHUTENbHbIE OpraHbl

« 3abnokupyunte MOLIEHHUKA
N adMUHUCTpaUUO NnaTdopMbI

PoMaHTU4YeCKNN cKamMm — 3TO Urpa Ha oBepuu,
a onHanNbHOM CTaBKOW SABMAKOTCS BalUW OEHLIN




IHponnepbl — nocpegHUKN
B PMHAHCOBbLIX CXeMaxX MOLLUEHL

KTo Takme gponbi

« Jliogun, npyuHMMaoWmMe NOXMLLEHHbIE OEHbIN

* [lepeBogaT nMbo cHUMaIOT AEHBIN ANS1 KypaToOpoOB
« [lepenatoT KapTy C 4OCTYNOM K OHNanH-6aHKy

Oponbl y4acTBYKT B YrOJIOBHOM MpPeCTYnfieHuun

«MpuobpeteHne nMb60 nepepayva KapTbl NNLAMMU, HE ABNAIOWMMUCA KIIMeHTaMn baHKa» —
3a JaHHOE HapyLleHne HaKa3aHue: nuweHne cBoboabl CpokoM fo 6 net ¢ BbinnaTou wrpada.

Crares 187 YK P® «HeripaBomepHbivi 060pOT CPEACTB M1arexemny




CtaTtuctuka gponoB B PO

> 1 MNH

KITMEHTOB-APONNEPOB
B DaHKax

o

~ 20%

He oco3HatoLme
nocneacTBuim NOAPOCTKN

OcBegOMNEHHOCTbL N OCTOPOXHOCTb

KPUTN4eCKMN BaXHbl

Oponnepbl — BaXXHOe 3BEHO
B neranusauumn yKkpageHHbIX cpeacTs

MOryT NpuBreKaTbCs K YronoBHOW OTBETCTBEHHOCTU

no cT.174 YK P® «Jlerannsauusa (0OTMbiBaHME) AEHEXHbIX
CpeAcTB UK MHOIro NMyLLLECTBA, NPUOBPETEHHDIX
APYrMMuy nuuamm NnpecTynHbIM NyTEM>




Buabl gponnepoB No hyHKUMAM

3anuBLUUKN OOHanbLNKN

TPaH3UTHUKKN

* NPUHNMAaKT HAJINYHbIE — * nony4vyaroT nepesodbl — * CHMMaKT OEHbInN

B baHKomMmaTax —

*  3a4YUCNAIOT Ha CYET — * nepeHanpaBnsawT
Ha Opyrue cyeta * nepenaroT opraHusaTopam

epeBodAaT Aa € UNU KoLLENbKN

Cymma



BepboBka gponnepoB ¢ nomouwbio U

Kak paboTtaeT cxema

-
Heupocetu n NLP

aHanu3npyrT OTKPbITbIE NCTOYHUKN
(couceTtun, dopyMbl, MapKETNNENCHI)

-

A\ 4

( )
OueHkKa ncnxonornm XXepTBbl

NOCTbI, CTUIb O0OLWEeHna —

BHYLLIAEMOCTb, an4yHoCTb
N\ J

Mouck ya3BmMMmbIx rpynn

CTyOeHTbl, 0e3paboTHbIe Noau,
NyLme «nerknm goxoa»

J

.
TR

>

-

NepBUYHbIN KOHTAKT
yaT-00Tbl, UCMONb30BaHME
avndoevik-aBaTtapos

~

J




TUNUYHbIA cueHapuit MNcc, napeHb, noppaboTKa
?
6e3 onbiTa U 0Opa3oBaHUS \ P He uHTepecyeT:

paboTta u3 goma,
2-3 yaca B eHb

obs3aTenbHoEe ycrnosne —
B6aHKOBCKasi kapTa
NN OHNanH-baHK

YenoBek HeOCO3HAHHO CTaHOBUTCHA
AponnepoM U COy4aCTHUKOM NpecTynrieHus




«OWwnoboYHbLIN NepeBOO»

Kak paboTtaeTt cxema

4 L. )
«Crny4yanHbin»

-

nepesop,
MOCTyMnaeT Ha cyeT

N J

EAMHCTBEHHO BepHoOe pelueHune

\

3BOHOK C Npocbbow

CPOYHO BEPHYTb AEHLIV
Ha «NpPaBUNbHbIN» CYET

-

J

« HemenneHHo cBA3aTbCca ¢ 6GaHKOM

« [lencTBoBaTtb CTPOro No ero MHCTPYKUUAM

CMC ort: Hen3ssecTHbIN aboHeHT
Cymma: 50 000 py6.

\

~
NepeBop aeHer

Nno peKkBn3nTam

3MOYMbILLMEHHNKOB
J

CAYYAVHO OTMPABMAA,
NEPEWAWUTE AEHBIU
N0 HOMEPY




«AQMUHUCTpaTOp fnoTepen»

Kak BbirnaguTt Yto npoucxoamT Ha CaMmoOM ferie

BepOoOBKa 5
e HaHAaTbIM YenoBeK CTaHOBUTCA apornnepom

* [lpegnaratoT

(TEXHUYECKYIO PABOTY» « [leHbrn Ha KapTe — MOXULLEHHbIE CPeaCTBa Y APYIMX XepTB

 [epeBoapl MMASIIOTCS KaK «BbIUMPLILLINY, HO YXOAAT:
O6s13aHHOCTb — epeBoAbl O(hOPMMAOTCS Ka p , HO yxop

pacnpeaenaTb AeHeXHble — Apyrum gponnepam mnm noactaBHbIM nvuam
npu3bl «nobeanTensam» — HanpamMyto MOLLEHHMKaM

KnrouyeBas ponb gponnepa
* [Opobut n «ounwaeT» npecTynHbIn AEHEXHbIN MOTOK
* CyIJ.I,eCTBeHHO OCIOXHSIET BbIABNEHNEe cxeMbl DaHKkamu n NnpaBOOXpPaHNTEITbHbIMU OpraHaMu




BepboBKa 4yepes couceTn

Kak HaxopaT xepTBy Kak npoxoauTt BepboBKa:

* W aHanusnpyet couceTun: NocThbl *  «XKnBOW» akkayHT C yKpageHHbIMU dpOTO
O rnoucke paboTbl, y4acTune B .
PO3bIrpblLLax

Coo0lLeHunst ¢ npegnoxeHnem noapaboTku,
NOMOLLIN, «CoLManbHOro» NpoekTa
Bbibupatotca yaseumbie moam Y6exaatoT B neranbHOCTU CXeMbI

A [MpocAT NnepeBoanTb AEHbIN YepPEe3 NMUYHYI0 KapTy

TununyHble nereHabl P
*  «AgMuHUCTpaTOp OOHATOB»
« AccuCTeHT briorepa unu ctpumepa Hu oaHa neranbHas

* BornoHTép, nprH1uMaroLni OpraHusauus He ucnonb3yer ,
NOXXePTBOBAHUS KapTy Ciny4YaunHOro 4yenoBekKa %0,




YronoBHasa orBeTCTBeHHOCTbL B PO

Crtatbun, npeaycMmatpmBaloLine HakasaHue 3a oponnepcTBo

* 174 YK PO «Jleranusauuns (OTMbIBaAHUE) OEHEXHbIX CPEACTB U MHOMO MMYLLIECTBA,
NPUOBPETEHHBIX APYrMMN NULAMKU NPECTYMNHbIM NYTEM»

187 YK P® «HenpaBomepHbIn 060pOT CpeacTB nnarexemny

159 YK PP «MoLweHHnYeCcTBO»

3anoMHuUTe rmaBHoe:

« [ponnepcTBo — HEe «NErknn 3apaboToky,
a YyrosoBHO HaKa3yeMoe npecTynieHue

OTBeTCTBEHHOCTb HECYT KaK OpraHmM3aTopbl,
Tak U pA[oBble YYaCTHUKN




[MpaBuna 6e3onacHoCTH

_ o )
(

3a6bnokupoBaTb

Ecnun obHapyXunu npusHaku BepOOBKMU:

« [lpekpaTuTe BCE KOHTaKTbl C MOLUEHHUKAMM
Huyero He nepeBoanTe, gaxe ecnu Nony4Ymnu Noao3puTENbHbLIN Nepesoq

3abnokupymnTe KapTy 1 ysegommte 6aHk

CoxpaHuTe nepennucky, pekBu3nTbl, HOMepa MOLUEHHUKOB

Obpatutechb B NpaBOOXpaHUTENbHbLIE OpPraHbl

Bce npeanoxeHusa «J1érkoro 3apabdboTka» — noao3puTersibHbI
0COBEHHO ecnn TPeDYIT NepcoHarbHbIE AaHHbIE UMK OOCTYN K 6BAHKOBCKUM KapTam

30




YTO Takoe KpuntoBantoTa:

* UndpoBble aeHbrn 6€3 y4actuss rocbaHkoB

 Pabotaet Ha bnokyenHe —
AeueHTpann3oBaHHOW Tabnuue TpaH3akumn

deHoMeHanbHbIW POCT CTOUMOCTHU

2009 r. |1 ueHT
2025 N 9126 200

JoxogHoCTb B Npowwiom # fOX0O4HOCTb B byayuwem

31

3 aHBaps 2009 r.
creHepupoBaH nepsbin 610K Bitcoin

OCHOBHbIe KPUNTOAKTUBDLI
2026 r.

Bitcoin, Ethereum,
Tether, Binance Coin

Menkune NPOEKThbI




KpuntoBantoTta n MOLLEHHNYECTBO

Adona npecTynHbIX Ucnonb3oBaHMe npecTynHUKamMm

TPpaH3akKuumu HapKkoTVKM, a3apTHbIe Urpbl, Kpaxa
2023 . = 0,61% NHTENMEeKTyanbHOM COOCTBEHHOCTU

2024 WA 014% OTMbIBaHNe OEHer, CbI/IHaHCOBbIe nMpamMmnabl

KpuntoBantoTbl — cnocob npuBnevYeHnsi CpeacTs
N NHBECTULUI ¢ obellaHnem BbICTporo aoxoaa

CyObeKTbl C Npu3Hakamu
HeneraribHOW AeATesNIbHOCTU
Crarmcruka LIb P®

KpuntoBanioTta yqooHa monoaexw,
3346 HO ABNAETCA MHCTPYMEHTOM MOLLEHHNYECTBA,
ocobeHHO npu ncnonb3oBaHun U aonsa maccoBocTr

aHBapb—MioHb 2024 sHBapb—MiOHb 2025




MoweHHU4Yecknu P2P-TpeyronbHUK

Kak paboTtaeTt cxema

dPeinkoBoe 0ObABNEHUE N ( NopmeHa pEKBI/I3I/ITOB\ (I'IepeBop, neHer P2P-tpenpepy

[Mpogaxa ToBapa Kapta P2P-Tpengepa, NOKyMKa KpMNToBantoThbl

MO LieHe HUXe pbIHKa a He npogasua MOLLIEHHMKaM
N\ J J L

« [lpoBepsATb PENTUHIN N UCTOPUIO KOHTPAareHToB

Kak CHU3UTb puUcCKu

« BbibupaTb nonynsipHbie 1 NnoaTBeEpP)KAaemMble cnocobbl onnathbl
« [lpopaBaTtb TOBapbl TONbKO Yepe3 NPOBEPEHHbIE TOProBblE MMOLLAAKM




Ckam SQUID kpunTtoBantoTa

YTo npousowrno CurHanbl onacHocTH

TokeH Squid obewanu ncnosnb3oBaTb
B OHNaMH-Urpe no nonynspHomy cepuany &

3a 2 gHsa pocTt 44 000%, ueHa $2860
‘ OTcyTcTBME NUCTUHIA
BCKOpe O6eCL|,eH|/U-|CF| 0o 0 = v A, Ha N3BECTHbIX 6|/|p>KaX

MoLueHHUKW BbiBENUN >3 MIH S,
noctpagano 40 000+ nHBecTOpOB

HeBO3MOXHOCTb
npoaaTtb TOKEH

Owunbkn Ha canTe

BaxHo

« [lepen HBECTMPOBaAHMEM MPOBEPATbL co3AaTenen NnpoekTa u A0CTYNHY MHdopMaLuIo
«  OCTOPOXHOCTb M KpUTUYECKOE MbILLINIEHNE = 3alluuTa oT PUHAHCOBOrO MOLLEHHMYECTBA




CyTb cxembl

« MackupoBka nog Kpunronnatgopmy
c W/ ona Toproenu

« Ob6ewwaHune BbICOKON NpubbINK
NPy MUHUMarbHbIX PUCKaX

* PedepanbHas nporpamma:
7—15% OT BKNagoB HOBbIX Y4aCTHUKOB

D -—

NocnencreBus
* [locTpaganu nueectopbl N3 40+ cTpaH
« YObITKM cocTaBunu >17 MnH $

[Mupamunpa Bitconnect

MexaHn3m obmaHa

* [leHbrm HOBbIX NHBECTOPOB — BbIMSIATbI
«NpnbbINU» cTapbiM N DOHYCbl —
KapMaHbl OpraHM3aTopoB

« ToproBoro pobota
He cyLlecTBOBano

FapaHTUK BbICOKUX 0,0X000B
+ e

pedepanbHbie OOHYCbI

SABHbIN CUrHan
¢uHaHCcOoBOro ckama




PuHaHcoBada nupammoa PUHUKO

CyTb cxembl
N3baBneHue oT KpepguToB Yepe3 MHBECTULMN

Ncnonb3oBaHne «MaTeMaTtudeckmux mogenem»
n M ona «CHMXeHUA pUCKOB»

BO3MOXHOCTb KyNUTb KBapTUPY
nnn MmawmnHy 3a 35% oT CTOMMOCTHU

Neno3utbl ¢ poxopaHocTbio 20-30% B mecsL

OcobeHHOCTH

Bce onepaunu npoBogmnnce
B butkonHax n Tether

[TononHeHmne cyeToB OUaTHbLIMMU
OeHbramm ObIfo 3anpeLeHo

[MonynapHOCTb CXeMbl BblpOCna 3a cYeT
KPYMHbIX «BbIrOAHbLIX» NPEANOXEeHWN!

Ivs

Bbicokue goxoabl + HEBO3MOXHOCTb UCMONb30BaTb OObIYHbLIE AEHbIN =

SAIBHbIX CUrHan MoOLUeHHUYyecTBa




[MpaBuna 6e3onacHoCTH

NMpoBepsnTe neranbHOCTb NMpu3sHaku hbMHaHCOBBLIX NUpamMug,

» Bce pmHaHcoOBbIE OpraHu3aymm
OOMKHbl UMEeTb nuueHsuto LIb PO

« HepeanunctnyHble obeLlaHnsa AOXOOHOCTM!,
B pasbl BbllLe pbliHKA

« [lpoBepka 4yepes crnpaBoOYHUK:

. , , PedepanbHas nporpamma
cbr.ru/inside/warning-list

OTCyTCTBl/Ie JNTIMUEH3NN N AOKYMEHTOB

ArpeccuBHasi pekriama 1 CpOYHOCTb

MmaBHOe NnpaBuno («TONBLKO ceroaHs!»)

« Henpo3payHoCTb: HET MHOopMaLUK
O PYKOBOACTBE UINW perncrpaumnm

«becnnaTtHbIN Cbip — TONBLKO
B MbiLLenoBke!»

[MpremM Hann4HbIX NN KPUNTOBANOThI
6e3 JOKyMeHTOB




[ naBHaA uenb 3N1I0YyMbILWLNEeHHUKOB

CHuM3NTL OANTEeNbLHOCTbL
N OTKNMIOYNTb KPUTUYECKOe MbILUSIeHne

XepTBbl

CxeMbl MeHSII0TCA,
CYTb OCTaeTCsl NpPeXHeun
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PuULIMHrosblie Mara3mHbl U CanTbl

Cxema MOLLEHHUKOB

MoLLueHHUKK co3aatoT KOMnum canTtoB 1 \( I'Ipe,qnaratoT TOBap#Hl, 6I/IJ'IeTbI, nyTeBKN
Mara3nHoB, aBMaKOMMNaHUM, OaHKOB M TN J LCO CKNaKown, 3amMaHuBas XepTBy

NMpaBuna 6e3onacHocTu

-

NI p (B‘ https.//
[NokynanTe Tonbko Yepe3d  &-.\ | He nepexogute - [poBepsiiTe, YTO CanT
\OCbVILI,VIaJ'IbeIe npunoxexnus \

M0 CCbinkam 13 nucem ! ncrnionbayet https, a He http

- 4!0;,,,

p
[MpoBepbTe oWNbKM Mcnonb3ynte
| B TEKCTE U MMEHM canTa | @HTMBMpyCHOE Mo

e (D)

p
OTtpenbHas kapTa

 Ans OHJTaWH-NOKYMOK




NocTtaBka uBetoB u «lfocycnyrn» X

CxemMa MOLWEHHUKOB

s AE

BOHOK BOHOK (BTOPOI‘/'I 3BOHOK A
«Cny>X0Obl OCTaBKN» «PockomMmHap3opa» «cny>xbbl be3onacHocTn»

Ha3BaTb N3 CMC koa coobLatoT 0 AKobbI “| MOMOYb BOCCTaAHOBUTb
«MNOATBEPXOEHUNAY HebesonacHon cuTyaumnm aoctyn K «focycnyram»

. NG J

NMpaBuna 6e3onacHocTH
* Hwukorga He coobuwante SMS-koabl — 3TO KoAbl A9 MUKPO3anMOoB
« Cnpocute cebs: xxganu nNun Bbl A4OCTaBKy? Ecnn HET — adepucTsbl




BrioknpoBka kapT ¢ nomoubio U X

CxemMa MoOLIeHHUKOB
4 ) a ) a )

3BOHAT B 6aHK OT «KJIMEHTa» BnokunpyloT KapTy YrpoxatoT XepTtBe

HasbiBaloT NMYHblE AaHHbIE, > [NpnynHbl: noteps, > TpebyloT OeHbrn
c UM nmutnpyrot ronoc Kpaka u npodvee

N\ J N\ J

NpaBuna 6e3onacHocTn

3BOHUTE B BaHK TOSbKO Hu npn Kaknx ycrnosusx Pacckaxunte o cxeme
no ogomuymanbHOMy HOMepY He nepeBoauTe OeHbrM BCEM POACTBEHHMKaM




[mobanbHasa npobnema

B3pocnoe HaceJieHne Mmmpa Ncuxonornyeckue nocneacTteus

CTOJIKHYJTNCb nocTtpaganu rnpu NCMNbITbIBAOT yXyawninncb
C MOLLULEHHNYECTBOM OHJ1anH-NOKYrKax CUNbHbIN cTpeccC OTHOLLUEHNA B CEMbE

OT MHBECTULMOHHOTIO TEPAOT YBEPEHHOCTb
MOLLUEeHHMn4YecTBa B cebe

(&

MaBHbLIN LWUT — KpUTUYECKOE MbILUNeHue U undppoBasi r(PaMOTHOCTb

* [loyTn Kaxabin 4-in, cunTarowmm cedss OCTOPOXKHbIM, BCE PaBHO TEPSET AEHbIU
* MoOLWEHHNKM NOCTOSAHHO COBEPLLEHCTBYIOT TaKTUKN U 6a30BOMN OOANTENBHOCTU YXKe HedoCTaTOYHO
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