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3alnmTa oT OCHOBHbIX
BUAOB MOLWeHHN4YeCcTBa

N NpueMoB counanbHOWN
NMHXXeHepuu

I'queMy Mbl MOMagaeMcd Ha rNncnxosiorn4eckme
YJTOBKN MOLLEHHMKOB N KaK 3TOMY NMPOTUBOCTOATb




CTaTuctuka MolleHHn4YecCTBa
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"IO[I.IEHHI/I‘-IECTBO B LUDPPAX Mo nanHbim barka Poccum *

Kakune pencreug copepLualoT nop BiusiHUEM MOLLUEHHUKOB*, B %

MepexopaTt No ccbinke, KOTOPYHO
NMPUCHINAIOT 3/I0YMbILLNIEHHUKWN

I'IepeBop,ﬂT A€eHbrn 3noymbillJieHHNKaM

Coobuw,alT Kogbl U3 cMc-cooblieHnn Focycnyr

CooDbLwatoT Koabl U3 CMC-COODLLEeHNI
NN NyL-yBegoOMeHNM oT baHka

BBOAAT AaHHble DAaHKOBCKOW KapTbl Ha canTe

YcTaHaBvBatoT BpeJoOHOCHOE NpunJioXXKeHne

Coo0LWatoT NacnopTHbIe AaHHble
BBOOAT Nn4Hble AaHHble Ha canTte (CHWJIC, nacnoprT)
CoobLatoT faHHble OaHKOBCKOM KapTbl

HabwpatoT KoMOMHaumio Lmdp Ha TenedoHe

W s

* AHanuTuka baHka Poccun 3a 2024 «OB30p onepaumii, CoBepLieHHbix 0e3 cornacug KINMeHToB GrUHAHCOBbIX OPraHM3aLmn» 1 «KnbepmolLeHHMYeCTBO: NOPTPET NOCTPaaaBLIEro»



https://cbr.ru/analytics/ib/operations_survey/2024/
https://www.cbr.ru/statistics/information_security/cyber_portrait/2024/#:~:text=%D0%9F%D0%BE%20%D1%80%D0%B5%D0%B7%D1%83%D0%BB%D1%8C%D1%82%D0%B0%D1%82%D0%B0%D0%BC%20%D0%B5%D0%B6%D0%B5%D0%B3%D0%BE%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE%20%D0%BE%D0%BF%D1%80%D0%BE%D1%81%D0%B0%20%D0%91%D0%B0%D0%BD%D0%BA,%D1%8D%D1%82%D0%BE%D0%BC%209%25%20%D0%BF%D0%BE%D1%81%D1%82%D1%80%D0%B0%D0%B4%D0%B0%D0%B2%D1%88%D0%B8%D1%85%20%D0%BB%D0%B8%D1%88%D0%B8%D0%BB%D0%B8%D1%81%D1%8C%20%D0%B4%D0%B5%D0%BD%D0%B5%D0%B3.

"IO[I.IEHHI/I‘-IECTBO B LUDPAX

CKonbKoO geHer TepsaroT no gaHHbIM baHka Poccunm * NMopTpeT TMNNYHON XXepPTBbl
@ KnbepnpectynneHumn
o)
20,3% ,
yiiep6 ot 20 e Bo3pacT oT 25 no 44 net
no 100 Tbic.py6.
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CpeaHuM ypoBeHb [0X0 3
N cpefHee obpa3oBaHMe

paboTaloLan XeHLwWwmHa
(B 2022 nuanpoBaam My>X4mHbl)

CtaTuctuka Q’)) 43% I;Qﬁs 1 8%

v dKTUBHO MNOJib3yeTcso
obpalieHnn SN ¢
p LU, XepT? o6pau_|,a+0Tcsq >KepTB HMKy'D'a 6aHKOBCKI/IMl/I OHJTaNH-CepBMCaMmn
B CBOM DaHK He obpallatoTcs
*AHanutka baHka Poccum 3a 2024: «O630p onepaLmi, coBeplierHblx 6e3 cornacms KnmeHtos GUHaHCOBbIX OpraHm3aLminy 1 «KnbepMoLeHHNYeCTBO: NOPTPET NOCTPaAaBLIEro» - 6

** Ha 8,8 % BbIPOC/IO KOMMYECTBO CNly4aeB xulleHud cebile 20 Tbic. pyb. (no cpaBHeHuto ¢ 2023 T.)


https://cbr.ru/analytics/ib/operations_survey/2024/
https://www.cbr.ru/statistics/information_security/cyber_portrait/2024/#:~:text=%D0%9F%D0%BE%20%D1%80%D0%B5%D0%B7%D1%83%D0%BB%D1%8C%D1%82%D0%B0%D1%82%D0%B0%D0%BC%20%D0%B5%D0%B6%D0%B5%D0%B3%D0%BE%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE%20%D0%BE%D0%BF%D1%80%D0%BE%D1%81%D0%B0%20%D0%91%D0%B0%D0%BD%D0%BA,%D1%8D%D1%82%D0%BE%D0%BC%209%25%20%D0%BF%D0%BE%D1%81%D1%82%D1%80%D0%B0%D0%B4%D0%B0%D0%B2%D1%88%D0%B8%D1%85%20%D0%BB%D0%B8%D1%88%D0%B8%D0%BB%D0%B8%D1%81%D1%8C%20%D0%B4%D0%B5%D0%BD%D0%B5%D0%B3.

CHOBHbIE NPUEMbI COLMATIbBHON UH)XEHEPUN

OcHoBa Llenb BbIHYAWTb NOCPEACTBOM «MCUXOSIOMMYECKON aTakmn» Ha YeNloBeKa
counanibHOM NHXeHepuun couunanbHou L0OPOBOJIbHO COODLLNTL LIeHHYI0 KOHbUAEHUMaNbHYo NMHbopMauuio,
— MaHUNyNaLMn MH)XeHepun TaKyto Kak JIOr/HbI, Maponuv, HoMepa DaHKOBCKMUX KapT 1 CHETOB

ncnosib3yrwouine

CJIABOCTU &03 BbI30B CMNIbHbIX 3MOLIUN
UEJTIOBEKA CTpax, pagocCTb, TPeBOra

Llenb: HapywunTb paBHOBecHne,
OTKMOYNTb PalUMOHaJIbHOE
MblLJieHne

NcKycCTBEHHbIN LLEeUTHOT
' 7 TpurHaTre pelueHns
6630TﬂaFaTeﬂbHO, B yCnoBUMAX
KeCTKNX BPEMEHHbLIX PaMOK

Llenb: oOpaboTaTtb XxepTBY
[10 BO3BpaTa K paLMOHabHOMY
noBeAeHuIo

‘ﬁ Ncnonb3oBaHue HOBOCTHOro ¢poHa
SKOHOMMYeckMe U NoanTu4eckme cobbiTus

. -
L

Llenb: nerkoctb yoexxpeHus
Yyepe3 NoAroToBKY XepTBbl
HOBOCTHOWM MHMOPMaLIMeN

OnepupoBaHne NU4YHbIMU paKkTaMmn

YNOMWHaHME NNYHbIX AaHHbIX, CChINKIA
Ha ONN3KUX U Opy3el

Lienb: BbI3BaTb fOBepMe 1 paccedTb
COMHEHWUSA; PacyeT Ha HEOCBEAOMJIEHHOCTb
0 NMPOCTOM MONyYeHUU NHDOPMaLMM

M3 OTKPbITbIX MCTOYHNKOB

- -



l’IOI.IJEHHI/I‘-IECTBO YEPE3 3BOHKUN U PACCbIJIKY COOBLLEHUI

NpuMeHeHNe NpNeMoB COLMaNIbHOV NMH)XXEHEePUU C UCMONIb30BaHUEM
TpaaNLUMOHHON TenedOHNN, 31eKTPOHHOM NMoYTbl U MeCCeHAKEPOB @

Bce MHoroo6pa3|/|e MOLWEHHUNYECKNX CXEM N NereH MOXHO pacnpenesinTb
Ha aieayroume Turibl no CI'IOCO6y nony4yeHumsa oT Bac I/IH(I)OpMaLI,I/IVI/,D,eHeI'
nrnpnmMmeHaeMoro K eaM BO3JJ,€IZCTBVIF|

[;E] BbIHy>X[eHMe BaC caMOoCTOATEIbHO E] Mpu3biBbI, NOOY>XAatoLMe BacC
N PacKpbiTb KOApI, Naponm 1 uHyio -, HerocpeacTBeHHO K COBEpLUeHIO
h) h) > -

% KOH®UAEHLMaNbHYO MHGOpMaLMIO, % LENCTBUIA NO Nepepaye MMyLLecTsa

ABJTAOLLYIOCA «KTKOHOM» K MOJTy4eHNIO nnepesoay Ccpeacrs MOLLEHHNKAM
BallnX cpeacis n mMmyulectBa

Ocobas KaTteropmna — CxeMbl,
OCHOBaHHbIE Ha fiereHaax,
BbldaBaeMbIX OT MMEHW N3BECTHbIX

MpocbObl yCTAaHOBUTb Ha BaLUW
YCTPOWCTBA NPOrpaMmsbl yaaneHHoro
noctyna (BKIO4as HanpasieHue CCbiok

[ [~
\8) \8)

ang yCTaHOBKl/I) I NoaennTbCo JIMHHO BaM TPeETbUX JTINL, —
3KpPaHOM — 4acCTo C MaCKl/IpOBKOVI CO B3/IOMaHHbIX/
NOA UHble 4eNCTBUS (yCTaHOBKa nopaesibHbIX akKKayHTOB

«be3onacHoro» MO oT coTpyaHMKa
DaHka 1 np.) :

Bce yalle MoLLeHHNYecKne cxeMbl npmoGpeTaloT MHOFOCTynquaTbIVI
XapakTtep C KOM6VIH&LI,VIGI7I BUAOB BO3eNCTBUA — B HUX 3a4€UCTBOBAHbI
OpraHN3oBaHHDbIE NMpecTyriHble rpynribi, rae y KaXaoro y4acrHmuka cBosi poJib

Kencbl, BapuaHThbI

N KOMOMHaUMN MOLLEHHUYECTB
c ucnosnb3osaHuem CAU
MOCTOSAHHO MEHSAIOTCS —
3N0YMbILLIEHHUKW
«paboTalT» Ha ornepeXxeHue

Ba)kHO NOHMMaTb 00U
anropmnTM NpoTUBOAENCTBUS

{1 3BOHIO
M3 Ballero 6aHka...



Kakon
CTPaHHbIN 3BOHOK...

Hapgo Bce
npoBepuUTb!

Y

[ NaBHOEe NpaBwno

BCEIAA

BEPUTE NAY3Y

4TOObI BCMOMHUTb, YTO KOHPUAEHLMABbHYIO
MHPOPMALIMIO HUKOMY Hefb3a NepeaaBaTh!

KAK SALLLNTNTDCA?

Hepxure/3 e kpErelebdn RéBcoHanbHble
OaHHble, MHOPMaLMIO O OAHKOBCKMX
CYeTax 1 KapTax, Naposu OT 3HaYMMbIX
pecypcoB, Tened@oHa, SNEKTPOHHOMN
MOYTbl, OAHOPA30BbIE KOAbI, a TakXKe
KOHTAKTbl POAHbBIX 1 ODNN3KUX N0aeN

[TO3BOHWTE YENOBEKY, CO CChINIKOWM

Ha KOTOPOro K Bam obpallatoTcs,

MW B OpraHu3auuio, oT MMeHN
KOTOPOW C BaMW CBSI3a/IUCh (nonpocuTe
Ha3BaTb MOJIHOE UMS 1 OOKHOCTb
3BOHSALLErO), U YTOHHUTE MHDOPMALMIO



LI/II.IJI/IHF

@ B uemM cyTb? Kak paboTtaet?

TO BUA NHTEPHET- Co3spaHue nopgaenbHoro —> [puBne4YeHne BHUMaHUA —> 3anpoc —> Wcnonb3oBaHune
MOLLUEeHH1YecTBa B hopme Beb-canTa nnv otnpaska K COODLLEHWMIO UNW CalTy KOoHpuAaeHUanbHON nosly4eHHoW
COLMaNbHOMN MHXeHepH, 3/1EKTPOHHOr0 NUCbMa, C NOMOLLbIO 3aronoeKka, nHpopmMauun nHpopmMauun

LeMbIO KOTOPOTo KOTOpOe BbIrMAANT Kak KOTOPbIN BbI3biBaeT nosb3oBaTens AJS KPaXKn NINYHbIX
ABAAETCA MONyyYeHne OCIDI/ILI,I/IaJ'IbH(ze coobLeHne NHTEpeC 1N TPeBory (normHbl, Naponu, OAHHbIX U OeHEXHbIX
KOHBUACHLMANBHO OT U3BECTHOW OpraHm13aLmm HOMepa KapT U T.4.) CPeACTB NoJib3oBaTeNs
nHpopmauumn

nonb3oBaTenen MNoppenbHbIN

C NCNOJIb30BaHNEM appeccanta

«noppenkm» —

MOLLEeHHWKW BbloatoT
ceDs 3a TOro, KemM OHM

He gaBnqatoTca (canT,
npencTaBUTeNb KOMMNAaHNK,
roCyJapCTBEHHbIX
OpraHoB)

IY

http://vkontak e.ru

OnnaTta nognmcku

Beeaute HoMep KapThl W

1234 5678 9123 4567 0-04 'QEHE\_\.“&

W 10



’(AK SALLUTUTDBCA?

oT dMLInHra

ﬂ? MNpoBepsanTe apgpeca Beb6-canToB
nepen BBOOAOM KOHOUAEHUMANBHOM MHOOPMaLMN
Ha nognenbHbIX CalTax MOLLUEHHUKMN MCMONb3YIOT NOXOXKe

Ha3BaHMS MNONYNSPHbIX PeCYpCcoB. BBoauTe agpec Bpy4HYO
NN COXPaHAMTE 3aKNaaKM

[? MpoBepanTe 3aLULLLEHHOCTb COeANHEHNS
nepem BBeAeHMEM HYyBCTBUTENBHOM MHOOPMAaLIUN

http:// — BMecTO https:// C «s» Ha KOHUEe —
He3alMLLEeHHOe coeuHEeHNe

ﬂ? C noaospeHneM oTHOCUTEChb K 3J1IEKTPOHHbIM
nmiACbMamM C BJ1IOXKeEHNAMU N CCbJIKaMU —
BPEOOHOCHbIE CChIIKM MOTYT BECTU Ha PEKOBbI
CalT UM aKTUBMPOBATb BUPYC
He nepexommTe No CCbifkaM 1 He NpeaocTaBisainTe

NNYHYO MHGOPMaLMIo Be3 NpeaBapUTENbHOM NPOBEPKU —
CBSIXKUTECH C OTNPABUTENIEM aNlbTEPHATUBHBIM CNOCOOOM

OCTEPEFAUTECDH
C/IULLKOM BbIFrOAHbIX
@ EPENNNOXEHNN

\

5TO Oa3oBas «MNPYIMAHKa» \»
B COLIMaNIbHOM NHXEHepun,
MCNOJSb3yeMasa MOLLEHHUKAMKU
B PULLIMHIOBbIX aTakax

A 11



LHI/IGJCDEPI/IHF

—~
~  BueMcyTb? Kak paboTaet?
CHUdepbl paboTaloT C MOMOLLbIO NepexBaTa AdHHbIX Yepes nyonnyHbin Wi-Fi.
DTO Npouecc nepexsarta D70 NO3BOAIAET MPOCMATPMBATb MHDOPMALIMIO, NepefaBaeMyto No CETA
ceTeBOro Tpadmka
MOLUEHHMKaMU

Ny6nnuHbin wi-fi -,

B uenax 6esonacHocT
HUKOrga He UCnosb3ynrte
oowecrBeHHbIN Wi-Fi pns:

IF

= wi-fi-my-cafe

OnnaTta MOBUNBHOM CBA3M

¢ [TnatexHbIx onepaumi W
Beeaunte Homep KapTbl

P ®

* BBOLa nepCoHabHbIX
OaHHbIX (HanpyMep,
[aHHbIX OaHKOBCKOW
KapTbl Npw onnare)

* 3arpy3Ku NpUIoXXeHnm

& OcyuwiecTBnaNTe NnaTeXHble onepauumn, 3arpy3ku n eeegeHue MNAH
TONbKO Yepes mobunbHyto cetb (4G)

A 12



lI/ICKI/I nPU UCNOJIb3OBAHUU NMPOTrPAMM
YOAJNIEHHOIo AOCTYINA un VPN

I]f? B yem cyTb MOLLEHHUYECTBA II?
- B yuem cyTb VPN?

Cc NnporpaMmMamMwm yaaneHHoro gocryna?

MoLeHHUKM Nof, pa3nnyHbIMU NpeasioraMm yoexxaaroT VPN (aHrn. virtual private network —
YCTaHOBUTb NPUIIOXXEHUS yaaNeHHOro JocTyna «BUpPTyasibHasA YacTHas CeTb») —
(TeamViewer, Quick Support, AnyDesk, AweSun 1 1.1.) 0DO0OLLEHHOE Ha3BaHMe TeXHONOMM,
W paspeLuunTb JOCTYN K YCTPOMNCTBY NO3BOJIAIOLLMX 0Decne4YmnTb OA4HO

B pe3ynbTaTe 3[10yMbILLNEHHVKM MONYYaloT 4OCTYN TN HECKONBKO CeéeBb'x COEAMHEHNM
He TO/IbKO K YCTPOWMCTBY, HO 1 K NpUnoXeHmam baHka e R A

N AeHEXHbIM CpefCTBaM KJIMEHTA

@ Kak 3awmtntbea? @ Pucku npn ncnonbzosaHum VPN

* Hukorpa He yctaHaBnmBamnTte
nporpaMmbl yaaneHHoro
AocTyna

« HeT rapaHTuin 6e30nacHOCTU (COXpaHeHUs NOrMHOB,
naponemmT. a.).

* Puck KoOMripomMmeTauuum AaHHbIX rNnoJib3oBaTensd (nponaxa

* He paBaire Baw Mo6unbHbI MHPOpPMaLMM O TpaduKe 1 OeNCTBUSAX NOIb30BATENA B CETU)

TenedoH NOCTOPOHHUM JIIOAAM

* MoxeT cogepxaTtb BUpPYC

WA 3
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[lepcoHarnbHbIe
OaHHble: YA3BUMOCTU
N 3alimTa

Kak ymMeHne KOHTPOIMPOBaTh Nepeaadyy
N NCMOJIb30BaHME CBOMX NMEPCOHAasIbHbIX AaHHbIX
CBA3aHO C TMYHOW PUHAHCOBOWM DE30MaCHOCTbLIO




’IEPCOHAJ’IbeIE OAHHDIE (NAH)

P MepcoHanbHble o Onepatop MNAH
—O-  AaHHble (MHPopmauusa é nuo, obpabaTtbiBaiollee MOH**. Peectp onepaTopos JOCTYMNeH
O INYHOCTU rpaXkgaH) Ha canTe PockoMHag3opa
3aluLleHbl 3aKOHOM*
«Jlro6asa nHpopmMaumsa, oTHocALWwancs KaTteropum NAH
K NPSIMO UMM KOCBEHHO K onpeaeneHHoMy @ OnepaTtop 0b6s3aH obecneymsaTh CTeneHb 3almTbl MH

wnu onpepensaeMomMmy ¢pusnyeckomMy nmuy
— cyobekTy MAH» (N.1.1 c1.3 152-D3)

Mo KaTeropunam:

OO0LWenoCTyNHble*** CneumnanbHble
270 Ha6op OaHHbIX, HEPA3PbIBHO OUNO H
CBSI3aHHbIV C TUYHOCTBIO U I'IOBBOJ'IFI}OLLI,I/IIZ , rog n Mecto PJO)K,EI,eHI/IFI, adUMOHAaJIbHOCTb, COCTOAHWNE
ajpec, a6OHeHTCKI/II/I HOMeEP, 300Pp0BbA, UHTUMHAA XWM3Hb,
ee l/I,D,eHTI/ICI)I/ILI,I/IpOBaTb (3aKOH
npodeccms, obpasoBaHme CyOuMMOCTb U Ap.
He COOEPXKXNT KOHKPETHOIo I'I@pG‘-IHﬂ)
buomeTtpunyeckumne MNHble
*  @epepanbHblii 3akoH oT 27.07.2006 N2 152-03 ** [OCyAapCTBEHHbIN, MyHULMMNAsbHbIN OpPraH, lopuamnyeckoe nnm dusmdeckoe *#* MoryT BK/IOHaTbCA B 0OLLEAOCTYMHbBIE UCTOYHWKN (CNPABOYHUKN,
«O nepcoHanbHbIX AaHHbIX» obecnednsaeT nmuo. OnepaTtop npefBapuUTeNibHO ONpeaensaeT COCTaB, Len U OeCTBUs afnpecHble KHWUMM) ¢ cornacus cyobekTa MAH. [JaHHble, KoTopble
3aLUUTY MHDOPMALIMM O IMHHOCTU rpaxaaH c MOH. UMeeT NPaBo, C COrNACUSA rPaXKAaHNHA, NOPYyYUTE 0OPaboTKy OpyroMy MOXHO HaTV B MHTEpHETe, 0bpabaTbiBaTh 1 PACMPOCTPaHATL

vy — obpabotamky MOH ©e3 cornacus Hemb3Aa 15



’IEPCOHAJ’IbeIE OAHHDbIE KJINEHTA BAHKA

-

YTo MOryT y3HaTtb
MOLLUeHHUKU o Bac?

DO, paty 1 MecTo poxaeHus
afpec NPoOXMBaHNS

HoMep TenedoHa

MeCTO PaboTbl UK YYEDBI
POTO C reo-MeTKOoM

B KakMx DaHKax eCcTb cyeTa

2

YTo pocTtynHo
TOJIbKO BaM?

* PIN-kog oT KapTbl

« CVV-kof (Tpéx3HaudHbIv Koa
Ha 0OpaTHOM CTOPOHE)

* 3DS-kon n3 CMC ans
NOATBEPXKOEHMS OnepaLmi

* OTP-kog onsa Bxoaa
NN CMEHBbI Napons
B OHNavH-0aHK

@ He pa3rnawanTte cBolO
KOHPMAEHUUNANbHYIO
nHpopmauuio!

KnueHT HeceT OTBEeTCTBEHHOCTb 3a:

> ©OesonacHoe n koHPMAEHUMaNbHOE
XpaHeHue NepcoHanbHoOM
MHbOpMaL M

[ NpefocTaB/ieHne NTOXKHbIX
1 3aBeOMO HE,OCTOBEPHbIX

cBefleHu o cebe

[> cBOeBpeMeHHOe MHpOpMUpOBaHMe
6aHka 06 nsmeHeHuun ceonx NAH

W 16



LOFJ’IACI/ISI HA OBPABOTKY lNAH

OnepaTtopbl MH 00683aHbl HE pacKpbiBaTb TPETbUM NIULLAM
M He pacnpoctpaHaTtb NAH 6e3 cornacusa cyobekTa MNAH
(KoHdumpeHumanbHocTb MOH, 1.7 N2 152-03)

Buabl cornacumn:

« ObOpaboTKa LUeneBoro orpaHuyeHHoro Habopa MH
 [locne poctvkenus uenew, MNOH yHUYTOXAOTCS

a Cornacue Ha o6paboTKy NJH ang pacnpocTpaHeHuns:

* Odopmngertca otaenbHo ¢ 2021 roga

* Packpbitre MIOH HeonpedeneHHOMY Kpyry nu,

* Bo3moxxHocTb BbiOOpa MH No KaxXaom KaTeropmm

« Mon4aHwue cybbekTa M[H He 03Ha4aeT ero cornacue

Jinuo, koTopoe nony4yaet oT Bac NJH aBToOMaTU4eCcKu
@ cTaHoBUTCA onepaTopomM MNOH 1 no 3aKoHy 0683aHo

nognucaTb ¢ BAaMU cornacme Ha oopadortky MNAH.

OTcyTcTBUMeE cornacus AO/MKHO BaC HACTOPOXNTDb!

Cornacue Ha o6paboTky NJH ang onpenenéHHoro Kpyra nuu;

Cornacue Ha 06paboTKy NnepcoHanbHbIX AaHHbIX,
pa3speLleHHbIX CY6HEeKTOM NMepcoHarnbHbIX AaHHbIX
ANA pacnpocTpaHeHus

A, Anacracua BacunsesHa Liserxosa, gato ceoe cornacue AO Ha MouX IbHbIX AAHHBIX € UEALIO
WX H3 O aiire AO coraaco cr. 10.1 O 3aKOHa OT 27.07.2006 N2 152-03:
£ Paspewaro x %)
Kareropua Mepeuens Nepeuers
AaHHbIX AaHHbX YCI0BHH ¥ 3anpeTos yerosua
[xpyry Avu (3a/mer)|
damunus A
Obuwme
AaHHble e a
oTvecTBO Al
—
ronpoxgems » |-C nAHET
el poxgenu aa ~~————
AaTa poxgenua aa
MECTO POXAEH HeT
et TONBKO COTPYAHHKAM AQ
¥ «PoMaLK am
cemefiHoe NonoXeHue HeT
TOABKO COTRYAHHKAM
obpasosanme HET
oTAena xagpos
npogeccna aa
TOABKO € a
COCTORMME JA0POBLA Her KO COTRYRHHEIM
CneyHansbie KaTeropun OTARA3 KaAF
MEPCOHABHBIX AAHHBI
yseTHoe uubposoe
[ gotorpaduueckoe Her
AdHHBIE Ana
Mepeyens
YCTAHABAMBASMBIX YCAOBUH
W 3anperos.
Ceepenuna ob pecypcax 3 KaTOpsiX BYAYT BCA AOCTYNA HEOTPAHAHEHHOMY KDYTY
MU M HHBIE ACTICTBIA € NEPCOHBNbHBIMA AAHHBIMM CYELEKTA MEPCOHANLHBIX ABHHBIC
MHGOpMaLHOrHBIA PeCypC DefCTBMA € NEPCOHANBHBIMMA AAHHEIMA
hittps://www.romashka.ru NpeAOCTABAEHHE CBEAEHMUH HEOTDAHHUEHHOMY KDYTY ML,

Cpok peicTBrA cornacua — ¢ 01,10.2021 no 01,10.2025,

Ocraansio 33 coboii DAHATL MOW ABHHEIE B TEHEHHE TPEX PABONMX AHEH € MOMEHTA NOAYHEHHA
TpeSosaHMa.
1 oxTa6pa 2021 roga AB. Lsexosa

KoutypLIkona
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LHPABJ’IEHI/IE COrnACnNaImmn
HA OBPABOTKY lNAH

YTO MO>XKHO N HY>KHO
aenartb ¢ cornacmamMmmn?

BblnaBath °_ - YcraHasnvBeatb
g —({{B OrpaHn-eHuns no

* kareropusam MNOH

[ )
OT3bIBaATb < PORRel
* Lenam

KAKTIPABUJIBHO paboTtaTtb c cornacuamm?

KOHTPOJINPYUTE BE3OMNACHOCTb
Q@)D,b He npepoctaBnath 13bbIToYHbIE [1H CBOUX YCTPOMCTB

CcBepX uenen oopaboTku
N aKTYyaJIbHOCTb O(I)OpM.HeHHbIX Ha BacC

Y4nTbIBaTh, YTO COrNACcMa MOryT ObIThb aBOHEHTCKMX HOMEePOB, NPUBSA3AHHbIX
B 511EeKTPOHHOM BUAe K 3HAYUMbIM cepBUcaM, copgepxawmm MNAH

@




llAﬂ,E)KHbIVI NMAPOJIb AJid SAWNTDbI NAH

@ Kputepumn HageXxHocTn

O,
®

®

ANvHa: He MeHee 12 cMMBOJIOB

Cpok aencTBuUS: cMeHa rnapons
Kaxxabie 90 npHen

YHUKanNbHOCTb: /151 KaXX1,0ro
cepBuca oTAeNbHbIN Naposib

B nepByto o4epenp, 3TO Kacaetcs
akKKayHTOB 3/1eKTPOHHOWN MOYThI
M noptana «focycnyrm»

CNno>)XHOCTb: Napo’sib
[0JDKeH ObITb C/TIOXKHbIM
M 3arNnoMMUHaOLWLMMCS

[na 3Toro ncnonbsywre:

* MeHep)xepbl Nnaponen
(ycnosue — nosepue
K npoBaraepy!)

* MHeMOTexXHUKHU

@ Kak npoBeputb HageXXHOCTb Nnaponsa?

[poBepUM HaleXXHOCTb MaposIA Mo Mepe ero YCNoXHeH s

Ha CneynaibHOM CepBUCe

lkaspersky password checker - >

sveta1988 |

Maponb nopa
CPOYHO MEHATD!

¢ 4acCTo ncnoJibzyemoe
c10BO

* 3TOT NAPOJIb 3aCBETUNCA
B Oa3ax yTekLx naponemn
1 365 pa3

[obaBunu
3arnaBHble

OykBbI, LNpPBLI
N 3HaKK

MpnmMmeHunmn
MHEMOTEXHUKN

Xopowun
naponb!

* Yy BaC CTOUKUIA
KO B3/IOMY MapoJib

* Ball Maposib

He BCTpeyaeTcs B Oazax

yTeKLIMX Napone
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&BVXCDAKTOPHASI AYTEHTNO®OUNKALUA (2FA)

370 cnoco6 3awwnTbl Ballero akkayHTta, Npu KOTOPOM YTOObl NOATBEPAUTb CBOIO JIMYHOCTb HY)KHO
MMeTb ABa He CBAAI3aHHbIX MeXAay co0on TUNna naeHTUPMKALNOHHDbIX JAaHHbIX U3 TPeX BO3MOXKHbIX

e,

SMS
S To, 4yem Bbl Bnageete: cMapTdoH,
TOKEeH, KapTa unu apyroe ycTpomcreo

YacTo NCNoNb3yeTca NosyyYeHne oaHOPAa30BbIX KOOO0B .

To, 4To Bbl 3HaeTe: ... y
n FIOMVH M Napob Yyepes CMUC Ha CMapPTHOH UK INEKTPOHHYIO MOYTY (CaMbil

:  yA3BMMbI CNOCOB), Hepe3 NPUIOXKeHNA-ayTeHTU UKATOPbI HageXHbii naponb

i WM annapaTHble reHepaTopbl Naposnen (cCaMbli 3alUULLEHHDBIA
Hap9nb ROMKeH GbrT : Ccnocob). ﬂo ecTb pI/ICKF? ‘-ITOpO,D,HOpyCTpOI;ICTBO byoet 5 B
HaIeXHbIM, HTODbI Xakepbl ©  1CMOMb30BATLCA U ANA BXOAA B aKKAYHT, U 1S NOMyYeHUs AOMNO/THUTEIbHOIO
alSididelRIi IO E el ez, :  0AHOPa30BOro Napons YPOBHS 6e30NacHOCTU
Ho ecTb 1 apyrune cnocoObl B Buge 2FA cerogHa
yKpacTb napor, Hg”p"'""ep' . o6ecrneynBaeT camyio
npwv nepexoge rno PULLIMHIOBOW _____ To, UTo ABNAETCH YacTblO BaC: @
CCIAIKE UK yCTaHOBKe ’E 630M:Tpv:; eTeR facTblo Bac J\ Y 3¢ PeKTUBHYIO
BPELOHOCHOIO MPUIOXEHUS I 3alUTYy akKKayHTa

JTO OTNeYaTKy NnasnbLes, reoMeTpua KUCTKU PYKHU, H4epTbl OT B3JIOMa

nvua, ronoc, y3op paay>kHor obonoYKn 1 ceTHaTKM rnas,
PUCYHOK BEH ManbLeB. ITOT CNOCOD Noka He O4eHb
PACNPOCTPAHEH, HO OH NepCneKkTMBEH B byayLlem

C y4eTOM A0pPabOoTKM TOHHOCTU NAEHTUDMKALMMA

N COXPaHHOCTM OaHHbIX - 20



lIEKAI'I ®VNHAHCOBOUW BE3OMNACHOCTHU

MpeBeHTUBHAA Mepa — perynspHas Bepudunkaumnsa KoHpnaeHUMANbHOM N YYBCTBUTENTbHOMN
nHpopMauum o cebe Ha 3HAYNMbIX pecypcax

Yek-nucrt

Maponu n 2FA
(onHOpasoBble KoAbI)

Cornacus Ha
mncnonb3oBaHue NHA

KpeantHas
ncropus

NHdopmauuma Ha
3HAa4YUMbIX pecypcax

AKKayHTbl B Opay3epax,
couceTax/ NpUNoXXeHns

MNapameTpbl 4n19 COCTaBNEHUA MIaHa NPOBEPKMN

* CMMCOK PecypcoB (BCe 3Ha4YMMble pecypcbl)

 OaTbl cCMeHbl naponei (1 pa3 B 90 - 180 aHewn)

* TpeboBaHMA K CNOXHOCTK Naponer (0a3za - He MeHee 12 CMMBOJOB)

* Hanun4me OBYX(PAKTOPHOW ayTeHTMdKMKaLMM (€Cn HET — MPOBEPKM Hallle)

* CMNWCOK 1 NapaMeTpPbl BblAaHHbIX COrnacum
* [aTbl PerynsipHoM NpoBepkn (MOHUTOPUHT - He pexe 1 pa3a B rog)
Ncnonb3yinte pasgen «Cornacus n goepeHHocTn» B npodune JIK Focycnyr

* [OaTbl NpoBepku (1 pa3 B nonroga)
 cnmcok bKW (yTodHsaeTcsa npu 3anpoce cnmncka bKIN yepes MIY)

* CMMCOK 3Ha4MMbIx pecypcoB (JTK ®HC, Pocpeectp, COP u ap.)
* [aTbl PerynspHom NpoBepku (He pexe 1 pasa B rog)

* aKkKayHTbl Ans npoBepkn (AHOekc, Google, Bk 1 ap.)
* HaCTPOWKM 6e30MacCHOCTU/KOHDUAEHLMANBHOCTA

CpenanTte yekan
cBOeun
¢duHaHcoBoOW
6e3onacHoCTU
NMPUBbIYKON
W YacTblo obpa3a
XU3HN!
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=BTb

be3onacHOCTb
NCNOJIb30BaHUSA
0AHKOBCKMX NMPOAYKTOB

Kakve 6a3zoBble pekoMeHOaLMy No GUHAHCOBOW
©e30nacHOCTM OT BaHKa CTOWUT 3arpy3uTb B CBOW Darax
3HaHM rPaMOTHOMY MOJIb30BaTENO OAHKOBCKMX NPOAYKTOB




’IPABI/IJ'IA OBCNTY)XXUBAHUA KJINEHTOB
ONA NEBETOBbLIX U KPEAUTHDLIX KAPT

KapTta — 310 pmusmnyeckmnim HocuTenb C YMMOM AJ1S ONnepaLun No cyeTy.

KapTy MOXHO «TOKeHn3npoBaTb» = NnpuBa3aTb Kk TenedoHy (yepes MIR Pay)

Kak 3awmntntb?
MO>XHO coobuwaTb Lna nonyyeHns nepeBonoB HEJ1b34 coobwaTb * He cooblialiTe NOCTOPOHHNM
3Has TOIbKO HOMEp KapThil, yepe3 CncrteMy ObICTPbIX KaTeropuyeckmu NlaHHble OaHKOBCKOW KapTbl
OCYLLECTBUTb ONepaLmm nnatexen (CbIM) ncnonb3synre HUKOMY 1 HUKOrAa

* He nybnukyinte B OTKPbITOM

KpaliHe 3aTpyaHNTENIbHO HoMep TenedoHa (BMecTe ¢ PIN-kopom) poctyne hoTorpadum KapTbl
_ 3 I
=BTE CpOK AeicTBuS ¢ | BaXHO NOMHUTb!

KapTbl
. [Mpy KOMNpoMeTaLun
16-cumBonbHbIN ) - PEKBV3NTOB MMM yTPATE KapTbl
HOMeép KapTbl = NN Anon AaRn arfnn Vims: pepxarens 3abn0KMpyITe €€ B MPUIOXKEHNN
sseB P WM NO3BOHUTE Ha [opsaYyio
eI/ KapTbl nHUIo baHKa

CARDHOLDER NAME -l

MWUF

® - - Kop CVV2/CVC2 (Ha 000pPOTHOW CTOPOHE KapThl,
MCNOoNb3yeTcs Aas NPoOBEPKM ee NOAMHHOCTY)

A



‘IOﬂﬂEﬂbelE NMPUJTOXKEHNA

I]:? B 4eMm cyTb? BaXxHO MOMHWTb O TOM, YTO
OTBETCTBEHHOCTb 3A BE3OIMNACHOCTb
MoppenbHble NPUIOXEHUS CO3[AI0TCA MOLLEHHUKAMM, YCTPOWCTBA NEDXXUT HA CAMOM KJIMEHTE

KOTOPble UMUTUPYIOT odULMaNbHbIE MPUOXEHUS

Mara3mHoB, GaHKOB U OpYrvX KOMMaHWM. baHk He BMelLBaeTCs B HaCTPOUKY KITMEHTCKNX YCTPOUCTB

IX MOXHO 3arpy3nTtb C COMHUTEJIbHbIX MCTOYHWKOB
NN gaxe C OCbl/lLI,l/laﬂbeIX Mara3mHOB, HalrpmnMmep,

2
Google Play, App Store, RuStore v ap. @ Kak 3awmtuntbes?

* 3arpy>xamTe NpuaoXeHUs TONbKO N3 opurLUanbHbIX NCTOYHUKOB

« Hukorpa He BBoguTe NMUYHYI0 UHGOPMaLMIO, EC/IN He YBEPEHD!

e i B 6€30MaCcHOCTU NPUNOXEHNS
b » OTpuuaTenbHble OT3bIBbl NONb30BaTeNIe — NPU3HaK TOro,
4TO NPUIOXeEHWE NoAAebHOe
* /lcnosnb3yinTe aHTUBMpPYCHOE NporpaMMHoe obecneyeHmne
K  CBOEBpPEMEHHO OOHOBNANTE NPUIIOXEHNS

0.. A
L] .
o
"taaununt*®

 3arpyxanTte OaHKOBCKME NPUNOXEHNS, OTAaBasA NpeanoYTeHme
ccbuike ¢ opurumanbHoro canta baHka

A 2



LTBETCTBEHHOCTb N PUCKHA

@ OTBeTCTBEHHOCTb 3a BO3BpaT Kpeauta, opopMneHHoro []f? PekoMmeHAaaumu
N nop, AeACTBMEM MOLUEHHUKOB, HeceT 3aeMLLUK

¢ KnueHT Nn4Ho 0b6a3aH BepHYTb KpeauT baHKy - CobniopanTte GesonacHOCTb

Nnpw nosib3oBaHUM 6aHKOMaTOM
M He corflalanTecb NoMoraThb
He3HaKOMbIM MoAAM y OaHKOMATOB

* He nnatnTb No KpeauTy yaacTca TOSIbKO B TOM CJly4ae, eciv B CyaeOHOM
nopsagke AokasaTb, 4To KpeauT Obin opopMeH 6e3 y4acTns KIneHTa
(HanpuMep, No YKPaaeHHbIM OOKYMeHTaMm)

« He cornawanTecb Ha npepsioXeHuns

nerkoro 3apa60TKa OT HE3HaKOMLIEB
) He ctaHoBUTeCb «[lponom»

«ﬂ,pOI'I» — NnoAgcCraBHOE JINLO, Yb4 DaHKoBCKasn KapTa NCIMOJIb3yeTcAa A4 BblIBOOa o |_|p|/| OLLUVOOYHOM MOMONTHEHWM
N 0OHaNU4YMBaHUA JeHeXHbIX CpeacTB, YKPpaAeHHbIX NyTeM MOLLEHHWYECTBA. Ballero c4eTa Bo3BpaT cpeacTs
3a JaHHble OencTBuS npenyCcMoTpeHa yroJioBHaa OTBETCTBEHHOCTb OcymeCTBnﬂﬁTe yepes BbaHk

« CTaBbTe caMmo3anpeT Ha KpeauTbl
@ OTBeTCTBEHHOCTb 3a MOLUeHHNYeCTBO

CraTbsa 158 YK P® CraTbsa 159.3 YK P® CraTbsa 187 YK P® > e E E R LR
Kpaxa MOLLEHHNYECTBO HenpaBoMepHbilt Mo Bonpocam GUHaHCOBOW ]

C MCMOMb30BaHVEM 0b0pOT CpencTs 6e30MacHOCTM — 0CObEHHO AieTel
Cratba 159 YK PO 3NEKTPOHHbIX CPEACTB nnaTexen W CTapllee nokoJieHne
MoLUeHHMYeCTBO nnatexa

W >



’IPOBEPKA HACTPOEK BE3OINACHOCTHN

JononHuTtenbHble Mepbl

0e30MacHOCTU OT OaHKa

HacTtponte nuMnTbI npOCManMB?MTe ucTopuio Y
Ha TpaTbl 1 NepeBOAbl aBTopusauum B BTb OHnaunH HacTpoek
NopaknioyuTe onoBeLLeHns HacTtponTte 611OKMpPOBKY 3KpaHa
N NpoBepAanTe napamMmeTpsbl BUOMMOCTU YBEOOMJIEH NI
onepauuu SMS-coobuieHns / Ha 3aDNOKMPOBAHHOM 3KpaHe
Push-yBegomneHunsa ¢ Kogom Ha BaLleM MODWTbHOM I baHk Moxer NPNOCTAHOBATE
ﬂO,D,TBQp)K,ELQHI/IFI yCTpOMCTBe COMHWTENbHbIW MJ1aTeX
W repeso Onda npoBepku
JINMHHOCTUN KIMTNEeHTa
@ Ecnn ccbinka KaXketcsa @ Ecnn nopo3peBaeTe Ecnu onepalivis Obina
Nnoao3puUTeNbHON, KOMMPOMEeTaLMUIO YHETHLIX VHULIMMPOBAHA He KIIMEHTOM,
oTrnpaBbTe eé AaHHbIX NN HECAHKLLIMOHNPOBAHHbIN baHk oTMeHUT e€
Ha NpoBepKy 0OCTYN, 3a0NOKNpynTe Y4ETHYIO 1 3abnokupyer KapTy
B IN4HOM KabuHeTe 3aMnch CaMOCTOATENBHO B Lensix esonacHocTi

nnmn obpatuTech B baHk




LE3OI’IACHbIE KAHAJIbl BBAMMOAENCTBUSA C BAHKOM BTB

COpr.D,HI/IKI/I baHKka HUKorga He NMHNUNNPYIOT oOLeHne yepe3 MmecceHa)Kepbl
nnnm coumalsibHblie ceTu C KIMeHToM

@:‘ Ecnn BaM nocTynalT 3BOHKN, SMS-coobLeHus, coobleHns
STOP

O¢uumanbHble HoMepa TenegpoHOoB B COLMANbHbIX CETAX U MecceHaXepax oT UMeHU «6aHKOBCKMX

baHka BTb paboTHMKoB» c UHpopMauLmen, KacarwLiencs GUHAHCOBbIX
> 1000 onepauum:
* NpeKkpaTmUTe KOHTaKTMPOBATb
I 8 (800) 100-24-24 * HW B KOEM CJly4ae He nepe3BaHMBaNTe Ha yKa3aHHble B COODLLEHMUAX HOMepa
I]:? +7 (495) 777-24-24 * He coobLanTe HMKOMY Kofbl U3 SMS-coobLeHni/Push-yBegoMneHni

coobunTe Homep TenedoHa MoLLeHHWUKa B 4aT BTB OHnanH

npnm MOObIX COMHEHUAX nepesBoHNTE B DaHK CaMOCTOATENTbHO

OduumnanbHble MecceHaKepbl

n coumanbHble ceTu baHka BTh: @ Ecnn naponb CKOMNPOMeTUPOBaH S e
CBSKUTECH €O cny>XKb6om BaHka E Viasts's i E
Telegram no Tenedony 1000 n 3a6nokmpynte A T
https://t.me/vtb_main bot AOCTYN B INYHbII KaBGuHeT
w «BKoHTakTe» MNamsaTka no 6e3onacHoOCTU e LSRR
https://vk.com/vtb Ha oduumanbHomM caiite BaHka BTB E IR
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https://t.me/vtb_main_bot
https://vk.com/vtb

