F/IaeHoe ynpaeneHue MB/] Poccuu no KejwepoecKou obnacmu — Ky36accy

ITOPOI'Y CI)I/IHAHCOBOI/I I‘PAMOTHOCTI/I'

BOI/I MOHIEHHI/IKAM!
KUPIIMYHUKOBA |
HATAJIBST (=
HUKO/IAEBHA - - b, T
~ OIepyIoTHOMOYEHHbIH |

110 0C000 BaXKHBIM JIelaM
anaBJIeHHﬂ yFOJIOBHOFO po3bIcKa

FPO®VIAKTUKA MOIITEHHNYECTB 1 KPAJK C BAHKOBCKIMX CUETOB I'PAXKIAH
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n. «r» 4. 3 ct. 158 YK P®D
«Kpaxa, coBepiueHHas C
0aHKOBCKOro cueTa, a paBHO B
OTHOIIIEHUH 3/IEKTPOHHBIX
NeHEe)XXHbIX CPe/ICTB»

HaKa3bIBaeTCs, B TOM UUCJIe,
AullieHrueM cBo0O0/kI Ha CpPoK A0 6 jieT

cT. 227 I'K P® «Haxoaka», HallleIIIMK Belllb, B TOM UMCJ/Ie JeHEeXXHbIe
WU TI7aTeXXHOe CPeICTBA, TPaykIaHUH 00s3aH MPUHATHL Mephl, UYTOOBI "
BEpPHYTh I10TepsIHHOE /MO0 0CTaBIeHHOe UMYIIeCTBO 3aKOHHOMY
BaJienblly, 1100 repefaTh Ha XpaHeHHe COTPYAHHUKAM TTO/IULUH.
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XUWEHWE AEHEr
C YTPAYEHHOWU
BAHKOBCKOW KAPTbI
W CMAPTPOHA

B cnyuyae yTpatsl unu xuwenus Bawux BAHKOBCKOW KAPTbI U1 CMAPT®OHA
cnepyer B MAKCMMANIbHO KOPOTKOE BPEMA MPWUHATb MEPBI, utobwl

3NOYMBIWNEHHUKW He BOCNONbL30BanNWCe MMWM ana nonyvyenus [OCTYNA K

BAWMM AEHEXHbIM CPEACTBAM.
nonuuua KY3sACCA
HTO AENATb? ! PEKOMEHAYET

3ABNOKMPYWTE BAHKOBCKYH KAPTY, no3sonus 8 cnyx6y nopaepxku 6aHka
(Homep ykasaH Ha 06OpPOTHOW CTOpPOHE KapThl M Ha caidTe baHka), MK cgenaiTe 3To
CaMoCTOATeNBHO B MOBUNLHOM npunoxeHun BaHka;

Nocne 6nokuposku kaptel HAMUIWWWATE B OPUCE BAHKA 3AABJIEHUE o ee
® yTpaTe WM XWUWEHUM, 3TO CHUMET ¢ Bac 0TBETCTBEHHOCTB B C/yYae UCNONb30BaHUA
NAATeXHOro CPEACTBA B NPOTUBONPABHBIX LIRNSX;

B cnyyae yrpatel cMapTdoHa KAK MOXHO BbICTPEE U3MEHWTE NOrUHbI U
@ MAPONMU MobunsHoro baHka 1 Bcex CBOMX aKKayHTOB B COLMANLHbIX CETAX, 4TODLI
BallW NepcoHanbHble AaHHble He BbiNK CKOMNPOMEeTUPOBaHbI;

0 ¢aKTaX HenpaBoOMepPHOro CHATHUA AeHer C Bawero cyeta unu xuueHum TEﬂECbOHa

COOBLUMTE B NOJNIULIUID, noseoHme Ha «02» (c MobunbHoro - «1 02»)!

NOMHMUTE:

1] CMC O CHATUW QEHET UMW NONbITKE BXOOA B MOBU/IbHbIN BAHK - npusnak

Toro, yto Bawa BaHkosckas Kapta unu TEHE¢UH Haxo4AaTCA B pyKax 3N10yMblWNEHHWKa;

y HAZEXHbIWA NAPONb u PA3BJIOKUPOBKA MO OTMEYATKY NANBLA -

appekTHBHbIe cNocobbl 3aWKUTLI OT HENpaBoOMEPHOro AocTyna B Baw MobunbHbiA BaHk;
3' HE XPAHWTE 3ANUCAHHBIE HA BYMATY NMAPOJIM noctyna k cBoMM cyetam BMecTe ©
BaHKOBCKMMM KapTamu;
é) He xpanure Ha Tenepone POTOMPAPUU NACNOPTA U APYITUX NIUYHbBIX
NOKYMEHTOB;
5 yCT&HOBHTE KOA AOCTYNA K MOBUNIbHOMY BAHKY, otnuunsiit o1 napons k
" Tenedomy;

-—@ YCTAHOBUTE JTIUMUTDBI HA NEPEBOAbI aexexHbix cpeacte ¢ Bawmnx 6aHKOBCKUX CYETOB.
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ct. 159 YK P®
«MoIllleHHU4eCTBO, TO eCTh XMILleHue
Yy)Koro MMyujecTBa nmyremM oomaHa a

WIH 3/10yn0oTped/ieHus AoBepuemM»
HaKa3bIBaeTCs, B TOM UMCJIe, '

nAuvieHrueM cBo0oakl Ha CpoK Ao 10 ner
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HE 1AH CEBA
OGMAHYTb!

&
oot O

CBARKHPA ® COTPYOHUK
o Ml i Wl nonMumn

PACMNO3HATb?
O

1) COOBLLAET O B/IOKUPOBKE BALIEWA KAPTbI, nonbiTke XulieHus
 [eHeXHbIX CpeAcTB Unu opopMneHUsa Kpeguta ot Bawero uMenu;
g) NPEONATAET 3ABNNOKWUPOBATD HecankuuoHupoeaHHyo OTNEPALUUIO,
é‘) OTNPABNAET BAC B BAHK O®0PMWUTD «3epkancHbiny KPEAWUT nnbo
nepeBecTM JeHexHble CPpefcTBa Ha «besonacHeliy cyer;
‘ 4 ) NEPEOAET TPYBKY NCEBAOCOTPYAHUKY npaBooxpaHUTeNIbHbIX OpraHos,

KOTOPbIA NPOCUT NPUHATL Y4acTUe B «ONepaLum» No NOUMKe MOLIEHHWKOB
M3 Yyucna coTpyaHukos baHka;
é) NPOCUT HA3BATb PEKBU3WUTbl BAHKOBCKOW KAPTbI, 3awuTHbIA Kog, C
ee 06paTHOW CTOPOHBLI U NOCTYNUBLIWE Ha TenedoH naponu;
6’VBE>K11AET YCTAHOBWUTB NMPOrPAMMY yaanenHoro goctyna Ha Tene¢oH

BedeT paccriegoBaHue o6
yTeyke nepcoHasbHbIX JaHHbIX

@ HE OTBEYAMWTE HA 3BOHKM c HeusesecTHbiX Bam HOMepoB;
HE BEPbTE UHPOPMALIMK OT HE3HAKOMLIA, aaxe ecnu ssoHok noctynun ¢
u¢uuuaﬂbuoro TEJ’IE¢DH3 rupﬂqei’l nuHuKn baxka unu NpaBooOXpaHUTENbLHOro BefOMCTBA; n po C MT n o M O m M
HE YCTAHAB/IUBAMUTE na tenedon unu komneiorep MPOFPAMMbI YANEHHOIO
Bocrya B 3a4ep>XaHmnn adepuCToOB

MOMHWTE: kop or saweii kapTel M naponu noaTeepxaedus onepaunin HE UMEET MPABO
3AMNPALIMBATD OAXE COTPYAHUK BAHKA;

@ NPEPBUTE PA3TOBOP u coobuwmre o npousoweawem 8 nonmumio no tenedony €02 O 6 B M H ﬂ eT B rOC M 3 M e H e

(c MoBunbHoro - (<102>>)!




ornepaTop
MOOUITbHOM
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coobLwaeT O CMeHe
TapudpHOro rnnaHa

MyraeT OTK/IFOYEHUEM YCIYT

npegnaraeT nepeoPopMnTb
OOroBop

HE [1AH CEBA

)) OBMAHYTh!

3BOHOK
OT MOWEHHUKA-
«POACTBEHHUKA»

KAK nonuuua KY3eACCA
PACNO3HATb? PEKOMEHAYET

1) 3BOHUT Ha Tenedon, HA3LIBAET BAC MAMOW W/ NANOW (BABYLIKOW
WNW AEOYILKOW), coobwaer, byato cosepwwun OTM unu npectynnexue, B
pe3ynbTaTe KOTOPOro nocTpagan 4yenoeek;

2 MNepepaet TenedpoH AKOELI COTPYAHUKY npaBooxpaHWUTeNbHbIX OPraHoB,
kotopeiit BY[ET YBEX[OATb, YTO ana u3baBneHus poAcTBEHHMKA OT
yronoeHoro npecnegosanns HEOBX0AWMbI JEHbIU;

MNBbITAETCA YOEPXATb BAC Ha cBs3u niobbimMu cnocobamm, YTOBbI HE
patb BosMoxHocTu MONOXUTb TPYBKY.

3ANOMHUTE:

SNIAﬁTg co6ecepuuky BOMPOC, oteer wa KOTOPbI MOXET 3HATb TONbKO
B/TM3KWUU Bam yenosex;

@ Mpepeute pasrosop u NMEPE3BOHUTE POLAHDbIM, 4tobul y6eautses, 4o ¢ HMMM Bce B
nopspke;

Ecnu cobeceannk npegctasnsnerca paboTHUKOM NPaBOOXPaHUTENbHBIX OPraHoB, NONpPOCUTE ero
HA3BATb ®PAMUNUIO, UMA, OTYECTBO, A TAKXE AO/MKHOCTb U MECTO CNYXBbl,
NO3BOHWTE B COOTBETCTBYIOWEE BeJOMCTEO W Y3HalTe, AeHCTBUTENLHO NIW B HeM paboTaeT Takon
COTPYAHUK;

NOMHUTE: NEPEAAYA AEHEXHbIX CPEACTB AO/MKHOCTHbIM NULAM 3a
HesakoHHsIe geicTeua unu Gespeicteue YTONIOBHO HAKA3YEMA!

@ MNPEPBUTE PA3IOBOP u coo6wuTe 0 npousoweaweM 8 NoNMUMI0 No TenehoHy «02»
(c MoBunbHoro - «1 02»)i




@cyberpolice_rus

5. OﬁmaH

cnyx6a
be30nacHOCTU
[focycnyr - _ N a
yrasT B3NOMOM L U coobwaloT,uTo ,'.‘ s
NIMYHOIro KabmHeTa 21121,;;2:::::; 4 n

CMUCKe y4Yaluxcs.
coobLaeT O NonbITKe
O0POPMUTb OHNaANH-KpPeauT

rOBOPUT 06 yTeuke us'CMCuoropbm W
HalcaMoMInene|npefHasHayeH;

NnepCcoHasbHbIX OaHHbIX D GG RS BT
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Ccblnka, omnpassisieMas 3/10yMblLUIeHHUKAMU,

cAesiaHa rnpu nomMoLLu cepsuca ass 4 «f] poro HOCYI‘;I

COKPALLIEHWVA ccbinoK. 9mom uHcmpymMeHm -
B KOHKYpCée»

4acmo rnpuMeHsemcs, Koraa omrpaBumesb He

xo4yem, Ymo©bsbl pedibHbIU aapec caima -

bpocasica B rnasa. CoobLieHne NPUXOAUT 0TS
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CAUT 3/TOYMBILUTEHHWMKOB || nestouy senosex usero e fanesnesacr.
OnHaKD Ha CaMOM pene aKKEYHT' )
COEQCE“HMKE y)Xe B3/1OMaH.
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?Kakue 0bIBaioT BpeioHOoCHbIe APK?

* @umuHrossle APK — 3aMacKrpoBaHHbIe 1107, jierajbHbie
3 npuioxkeHust (HaripuMmep, «Google Play Update»),
[MpuBeT. 3Haelb Xe ero? CerofHA HOULH CKOHYaNCA... | KpaayT Iapojii U IIaTEé)KHbIe JaHHLIE.
Mowu cobonesHosaHus 17:35 / * TposHckue APK — nonyuaroT goctymn K SMS u

— s S OaHKOBCKUM TPUIOKEHUSIM, TIOAMHUCHIBAIOT )KEPTBY Ha
Photo’s _ -7 Bauecnae K.apk =~ TUIaTHBIE YCTYTH.

4.4 MB 17:35 [T y * [IIImroHckue APK — CKpBITO 3alyChIBAIOT 3BOHKY,
— Y N OTCJIEXKUBAKOT MECTOIO/IOKEHHUE U KOITUPYIOT
TepPerrCcKHy.
* B3K0pbI — MO3BOJIAIOT XaKepaM y[aaéHHO yIPaB/IsATh
YCTPOMCTBOM.

A R SN
N /

11 MapTa ) J;n

Kak 3aiuTuThCA 0T onacHbix APK?

CkauvBaiiTe TIPHU/I0’KEeHUS TOJIKO 13 MTPOBEPEeHHBIX
HMCTOUYHUKOB.

Vcrionb3yliTe HafleXKHble aHTUBUPYCHBIE TIPHU/IOKEHMUS.

Wcnonb3yuTe cepBrchkl aHanusa APK. VirusTotal,
HashDroid, Checksum Calculator mo3BoJisitOT IPOBEPUTH
@ too6u_|,e|-| ne @ \l;]j (baii/ibl epe/; yCTaHOBKOIA.

CrnenuTte 3a paspeltieHusiMU. Eciu dhoHapuk TpebyeT
JOCTYTI K KOHTaKTaM WIU KaMepe — 3TO TPeBOXKHBIN

- © ‘ CUI'HaJl.

Bupeoapxus (1).apk
2,5 MB APK

U

MpuBerT, 310 TbI TYT? 18:0 J




2. «3TO/ Tbl HA BUAeo?»

OT KOHTaKTa B/MecceHp)Xepe NPUXOQMUT,
coobuweHue ciTakuM BonpocoMInfaKabbl
BUAeotalnoM, Holc pacuunpeHuemMpfapk.

Ha camoM pene aTo,haini, NpUN0XKEHUSA, KOTOPOE
ycTaHaBNMBaeTCA Ha, TeNledhoH,fa He BUaeoO.

B pe3ynbTaTe}ycTpoMCTBO 3apaXkaercs

BpenoHocHbIM|[T0NKoTOpOe MoXeT Nnony4YnuTb

OOCTYMN K.MeCCeHpaXXepaM

(mnsafaansHenwei[pacceinkuleupyca)
M[6aHKOBCKMMINpUNOXeHUAM

€
OBMAHY Tb! .
COOBLEHUE

OT MOWEHHWKA-
«B3NOMILWKA>»

KAK
PACTNO3HATbL?

NONUUMA KY3BACCA
® PEKOMEHAOYET

JB COUMARLMHOK CETE OT nOoAaIOBaTens ml cnacEa Bawws ppysed nocTynaet
COOBUWENWE C NPOCLEON OROMKMTE QEHLTM nwbo npeanosgwmes MPHHATD
VYACTHE B POILINPLIWE [akume Gasiwa) o nomySeTs FARSHTHDOLENH IR TPAT;

CobSecegrai NPOCAT HASBATH PENBHINTE Gankasccoik KAPTE W MASD N s CMC-
S coDBuleHmA AEobel QNN FaNACTHNMA QEHET.

MOMHUTE:

# OTNHYHATD HacTomuyso CTRAMNUY NOARIOBATEAR B COUCHTH oF #9 gybnueara,
COIANHMOTD MOWBHHNKAMN, BHIWHE NpaETHYecEs HEBOIMOMHOI

V Pexniiantel Sadoncani waprel annsmres KOHSWAEHUMA NBHON WHSOPMALWER

H EAARENALLE, HAK ¥ yREgOoMATHUA BaHka € naponsMia, eobrogusiiae gan
NOATORPRAEHURA JEHEEHOR DNERALMH]

YTO AENATbL?

@mrﬁﬁnm

NOZBOHMTE YENDBEKY, or wmems serepora nocrymen coobussi, @ Frosee
RS VRRENI T AP i

JAUMTHTE OT B3NOMA CBOW AERAYHTE & coumprssscs cores MTPH NOMOLWLW
HAJEXHOMD NAPONA, perymapsic sammitte ar0 w ArgeonTe nTaibe 6T GO ymameiHy

MPEPBMTE PAIMDBOP w cooBaure & npomspasemuess 0 nammpm no rensposy 1020
{c watimanmors - 1 1024}



O6MAHYTh!
MOLWEHHUKH

HA CAUTAX_
O5bABNEHWN

KAK

6%llpopaxa BUpPTYanbHbIX
> TOBapoOB ANna urp.

nonuuua Ky3pACCA
PEKOMEHAYET

Bce vawe MOLWEHHNKM obMaHbIBalOT p,eTeu

o 7] nonpUCTHoB npu npogaxe UrpoBom
L amo'rbl n ApyrHXEHYTpHMrpDEbIX TOBapoB.
r‘_;.\ Oﬁhl‘-lHD ol-m BbIAaEOT cebq 3a TaKux

PACMNO3HATb?

ﬁ!‘,‘IHMBKASFl CTOUMOCTD ToBapa;
ﬁg)TPEBDBAi-lME BE3HANNMYHOIO PACYETA;
4“pennomeuue NOAKNIOYUTL «MOBUNBbHBIA BAHK>;

_\Q)ﬂpeAHOMEHuE BOCMNOJIb30BATbCA CEPBMCOM
«BE30OMACHAS CAENKA»;

s8] Nokynarens rotos COBEPWMTD NOKYNKY, HE B3rNSHYB HA HEE; ol o /‘
6 Nokynarens npocut HA3BATb PEKBU3NUTLI BAHKOBCKOW KAPTBI Ecnvl peﬁeHOK MrpaET B Urpbl, roe BO3MOXXHbI
n NAPOJIU U3 CMC; MOKY KM, ‘Sﬁ'bncnm'e eMy, YTo coBepwaTh
j_\Zj MNpopasey TPEBYET NPEAONNATY. NX: ‘MOXHO TDﬂhKOJy NnpoBepeHHbIX NpofaBLOB.
3ANOMHUTE: \ e g =
| . . NBL ¥,
@ InaeHas uens mowenHuka - MOAKTHOYUTHCA K BAWEMY «MOBUJIbHOMY BAHKY»; ;: ! ] e
@ [ins coBepwenus aeHexHoro nepesosa Heobxoaum TOSIBKO HOMEP BAHKOBCKOM KAPTbI; “TIvy
. -
NPEANOXEHUE NPOUTU K BAHKOMATY ana nonyuesus nuo noateepxaeHus \ \
nepesoaa Bepubiii npuaak Toro, yto BAC MbITAKOTCA OBMAHYTb! : i
@ HE OTKPbIBAUTE WHTEPHET-CCbIJTKU ot cobiecennuka, oMM MOryT GbiTh BpeAOHOCHSI! ‘ »
BYAbTE BHUMATEJIbHbI npu kynne-npogaxe uepes CEPBUC «BE30MACHAR &m
COENKA». 3noymeiwnennmk moxet npucnars Bam CCbINIKY-AYBNEP, koropas
UMUTUPYET AH- .B B 6
nisbinBa. s N ool ooy v nepep, m
@ MPEPBUTE PA3IrOBOP u coobwuTte o npousoweawemM B NOAWLUIO NO TenedoHy «02» Bcerna cCoBeTOBaTbCH Gm
(c moBunbHoro - «1 02»)!




@ nonuuusa KY3BACCA PEKOMEHAYET

BbIMT N EBS

B KOH]KYPCE

L._

-
- 2y 3:::“:3.1:::’::;*‘;2;’;;“:: A e I T
AdepuncTbl paccbinaiot coobueHun B _ 0
coumanbHbIX CETAX UMM OTMeYaloT B '

KOMMEHTApPUAX nog noctom C

“”ﬁPM3HAKM‘

Ha renedon nocrynaer coobuienue or aboHeHTa u3

CMUCKA KOHTOKTOB B B wen Ten OHHOW KHUT npennoXXeHuem
Po3birpbillem, rae coobuyaiot o e e R ceuy, Hobs T
HEeOoX1WAaHHOM Bbiurpbiwe. Ho 3atem oeTPER e

Ecnm Bui orkpoete cebinky, Baw tenedpon moxxer nepe-
3a noc‘ra BKy ((“p”3a)) Mn“ Ka KHe_TO 3Arpysurbca Unn BOBCE BbIUTH U3 cTpod.
Apyrve fonofHUTENbHbIE YCYTH | W
LUKONIbHUKA NPOCAT ONNATUTb
He6OoNbLUYI0 KOMUCCUIO

3arp 3UTb BPEelOHOCHYIO NPOrPAMMY B CBO/ MOBUbHBI
TenepoH. Ecnu cum-kapra nopknioveHa k Bawemy
«MOOUNIBHOMY BAHKY», NpousoMaeT CNUCAHUE AEeHer co

Hu B koem cnyuce He OTKpbIBalTe MHTEPHET-CCHINIKM,
MONy4YeHHLIE MO CMC MnM B MECCeHIKEepax paxke or
CTBEHHbIX 3Hakombix! [lpoias no HuMm, MoxHO
@ cyera.

CQHANOTUYHBIE CChISIKU Bcem OBOHEHTAM M3 CMIMCKA KOHTOKTOB
8 Bawet renedporHoit khure.

@ 3apaxxeHHbIN TenedhoH MOXET ABTOMATUYECKM PACCHINATH




OZON [ b OchnunansHeIA po3bIrPbILL NPU30E

Y7106kl BEIUrpaThL OAWH U3 NPU30B,
nponauTe Haw HebonbLLWOW onpoc

Bonpoc 1 us 5: [ne Bam yoobHee Bcero
COBepLUaThb MOKYNKW Ha Halwen nnowaanke?

% B M0o6MNbHOM NPUNOXKEHUM

“ 3a KOMNbIOTEPOM Ha calTe

*NPUHATL y4acTue B ornpoce MOXHO Tonbko 1 pas!

OZON [ » OchuumansHbin po3bIrpeill NPU3OB

(’9 OTAEJ]I TIPN30OBbLIX BbITNJIAT

anSOBDﬁ CHeT noaroToBJieH K
Bbilnrnarte BeINIpbilla Ha KapTy

Cymma BbIiNnaTthbl.

289 970.00 ¢

*obsi3aTenbHbIA UTPOBOW cOOP 3a BbIUMPbILL,
npesbiwatowmin 100 000 pybnen (cT. 217 HK
P®) coctasun 637.14 P



Kak pacmno3Harn?

HeecrtecTtBeHHast uHTOHaLMs peun. CTULLIKOM
peZikoe MOpraHve U HeTUTIMYHbIe IBUKeHUs
Ha BU7ie0. /IBrykeHUe Iy0 He
CAHXPOHU3UPOBAHO C PeYbI0.
«Pob0TH3MpOBaHHBIN» TOH PEUH.

Kakue yrpo3ssl co35al0T

pundenku?

* MoleHHHUYeCTBA C
OTKPbITHEM CUETOB.

* Adepnl C

[epCoHa/M3aLHen. Yto Takoe aundenk?

* BriMmoraresnbCTBa C <
NMundelk - 3T0 (hopMa MyIbTHMeINa, KOTOpast
IMMOMOIIBIO dyaHn0-

TATI(ENKOB.

HdKJ/IdIbIBdA€T CYILeCTBYIOIIIEe I/I306pa>KEHI/Ie NI BU1e0
e Vlcrio/ib30BaHvie B Hd KOHTEHT, COB,[[aHHbIﬁ HNCKYCCTBEHHBIM MHTEJ/IJIEKTOM,

pon Ve 7 8:02: 51 @ | KOTOPBIM HAalIOMMHAEeT YeM-TO roJI0C WA BHEILITHUN BUJ.
L1eJIsixX.




«BECIIJIATHBIV» WI-FI
B MecTax 00111ero

BHUMAHME!

JKCcnepTbl HE COBETYIOT I10/Ib30BaHUS (aBTOBOK3aJIbl,
Kae, OpraHr3aliuu,
TOPrOBLIE LIEHTPbI U IIp.)

pa3roBapuBaTtb C TenedOHHbIMMU
MOLUEHHUKaMM N3-3a PUCKOB
3anucu rosoca

y‘. .




UTO AENAET APOIMEP?

* KaK nocpeaHukK nepe.u.aéT YyXue aeHbru
OT OAHOIO YesioBeKa APYromy,

* nepesoaUT AeHbrm Ha He3aHakomble c4eTa
M1 KapTbl Mo YKa3aHniO MOLLEHHUKOB,

* CHUMAET UM BHOCUT YyXXUe HaJIMYHbIe
B 6aHKOMaTax;

* 0popMIIfieT Ha cebst 6BaHKOBCKUE KapThl
U OTAAQET UX MOLIEHHMKaM, NM60 faéTt aocTyn
K CBO€MY OHJ1TanH-6aHKYy.

MolweHHUKU NnpeanaraloT
BO3HarpaxgeHue, Ho cam gpornnep
CTAaHOBUTCHA COYyYaCTHUKOM
MOLUEHHNYECKON CXEMBbI:
noMoraet 3anyTaTb

LlenoyYyKy nepesoaos.

YEM rPO3UT A
YYACTUE i @
B OPOMNMEPCKOWU

CXEME? P —

310 YroJioBHO Haka3dyeMoe rnpecrtynsieHue.

MpaBooxpaHUTEsNbHbIe OpraHbl
Npu paccrefoBaHUM MOWEHHUYECKUX aen
B NMepBYyo ouepenb BbIXOAAT Ha OpOnnepos.

C «noMoLHMKa» MOLLEHHUKOB MOI'yT B3biCKaTb
Yyepes3 Cya BCO CyMMY NOXULLEHHDbIX AeHer.

KpoMe Toro, MOLWEHHMKM
MOryT opOpMUTb KpeauTbl Ha ApOonnepoB,
KOTOpbl€ UM NPUAETCS BbIN/1Ia4YMBaTh.



C KAKUMH
NMPOBJIEMAMU
CTAJTIKUBAIOTCH
AOPOIMMNEPDbI?

BaHku orpaHuymBatoT
aponnepam AoCTyn K KapTaM
WU OHNaNH-6aHKY.

CnoXHOCTHU C NnonyvYeHnem
6aHKOBCKMX YCNYr Yy ApOnnepos
COXPaHAIOTCHA BHE 3aBUCUMOCTU
OT TOro, CKOJIbKO BpeMEHMU
MPOLLIO rnocne y4yacTtus

B NPecTynHoOu cxeme.

Ipoririep - 3T0 YesioBeK, Ubsi OaHKOBCKasi KapTa, CueT
WU 3JIEKTPOHHBIM KOIlIe/IeK UCTIONb3yeTCs /IS
OTMbIBaHUSI [IEHE)KHBIX CPEe/ICTB, TTOTyUYeHHbIX
He3aKOHHBIM TyTeM. TO eCThb, UHBIMU C/IOBaMH,
MOCOOHUK (COyUACTHHK) TTPECTYTTHUKOB.

Ilporinep pUCKyeT He TOJIbKO JTUIIUTHCS MpaBa Ha
OaHKOBCKOe 00C/Ty>kKMBaHWe, HO U TIpe/ICTaTh Tiepe
CY/IOM.

CoyuaCcTHMKaM MpeCcTyIieHus: TPO3UT 1Tpad,
MHOTOKPAaTHO TMPEBbILIAIANA CYMMY, TTOJIy4YeHHYO 3a
nocpeJjHUYeCKre YCIYTH, U peasibHbI THOpeMHbIN
CPOK.

Ilporinepsl He BCerjla 0CO3HAIOT, UTO 3aHUMAatOTCSl YeM-
TO He3aKOHHBIM. /J0OporiopsiiouHblie rpaXkJiaHe MOTYyT
CTaTh MOCOOHHMKAMU TMTPeCTYITHUKOB M0 He3HAaHUI0 WU
HEBOJIbHO, TIO/I/IaBIIIMCh HA pa3/IMUHbIe YIOBKHU.
YToOb! He CTaTh KEPTBOU, Ba’KHO TIPOSIB/ISITh
6MTeMHbHOCTh: He IPUHKMATh IpeI/IOKEHUS JIETKOTO
3apab0TKa, BO3/1eP)KHUBATLCS OT JIFOObIX Oe3HATUYHBIX
B3aMMODaCyYeTOB C HEM3BECTHLIMU WU/IU
Ma/103HaKOMbBIMHU JIFOIbMU, COOJII0[IaTh PaBU/Ia
6e30MacHOr0 WUCMOIb30BaHUS GAHKOBCKUX KapT.




KOMEHAYET

nonuuusa KY3BACCA PE

HE OAW CEBA

| ¥ OBMAHYTb!

3anoMHM OCHOBHbIE CXeMbl W MPU3HAKM MONYNsAPHbLIX MOLEHHNYEeCTB!
3Ta MHhopMaLus NOMOXET BOBPEMSA Pacro3HaTh 3M0YMbILLNEHHUKOB.

NMpecTtynneHus, coeepuwiaemsie

nuuamn LIBIFAHCKOW
NMPU3HAKMU HAPOAHOCTU

MonkiTKa Nonacrs B BAlle XUIKLLE of BUAOM PABOTHUKA
XKKX, Bpaua mnm cotpynHMKa coumanbHbix cnyx6, a Takxke nop
MPENIOroM MOKyMKM KMMbsi, MPEAOCTABNIEHMS HOMErd
MpennoxeHre OBMEHA «CTAPBLIX» MEHEr HA KHOBbLIEY WM
nonyyeHus JONJIAT K NEHCUU

MpennoXxeHne KyNMUTb felLEBbIE MEL, NOCYAY, YrOmb, OAEXMAY

Mpenno)xeHne CHATUA «MOPYM», NPOBELEHNE PUTYQNOB C
MCMOJIb30OBAHMUEM LUBEMHBIX MIT1, KYPUHBIX UL, K4EPBENY, K>KMBOM»
MI1 CBATOM BOLbI

Mpocb6a opoMKUTL AeHbIU sKobbl ANs OPOPMIEHHS rPy3a

HQ TOMOXHE, OBELLIaHKUE BEPHYTb AOMT «C MPOLEHTAMMY '

Hukorno He oTkpbiBaWTE ABepb HE3HAKOMUAM M He
BYCKAMTE MOCTOPOHHMX B CBOIO KBAPTUPY MM AOM!

He noxassiBaiTe n He NnepeaaBANTE feHbLIM U IOBENMUPHbIE
YKPOLLEHMsi TOCTOPOHHMM!

Usberaite obuiennsa c temn, kTo NpeanaraeT Kynurb
AellueBble TOBAPbI MnM MPOAYKTel MUTAHMS, NOraAATe NKMbo
cHATL nopuy!

O6paluaitte BHUMAHWE HO AEHEXHBIE KYMIOPbI, MOMy4YaEMbIE M3 PYK
HesHakomues. Hapgnues «Kynitopa

6aHKa NPUKONIOB» O3HAYAET,

41O OHO cyBeHMpHas!
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cT. 228 YK PO CoyuacTue B IMpeCcTyIUIeHUH, eC/iv
«He3akoHHBIe 000poT [IepeBOJl IeHE)KHBIX CPeICTB

HAapPKOTHYeCKHUX CPeACTB, MoJIyHeH OT peann3aLii HapKOTHKOB
IICUXOTPOIHLIX BeIeCTB U/IH N o T
MX aHA/IOr0B»
HaKa3bIBaeTCs, B TOM YKCIIe,
AulleHreM cBOOOALI Ha CPOK
mo 20 et
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cT. 210 YK P®
«Opranu3aijys npecTynHoro
coo0miecTBa ¥ y4acTusi B HeM»

HaKa3bIBaeTCs, B TOM UMCJIe,
MO>KU3HEHHBIM JINIIIeHHeM
cB000/1bI + 1Tpad
70 5 000 000 pybien
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CoaerCTBUe TePPOPHUCTHUYECKOM A

nesTe/IbHOCTH» - B C/Iyuyae yuyacTUsl

cT. 205.1 YK PD
«JIpOMIiepa» B CxeMe

«Copencreue (prHAHCUPOBAaHUS TePPOPU3Ma
TePPOPUCTUYECKOU

CoBepiiieHre B3pbIBa, MOIKOra Ujiu
AEATE/IbHOCTH» WHBIX JIeMCTBUH, YCTpallaloInX
HaceJieHre U CO3/al0IINX OMAaCHOCTh

HaKa3bIBaeTCs, B TOM UHCJIe, rubey yejioBeKa, IPUUMHEHUS
3HAYMTEJIbHOTO yiriepba mbo

NO’KWU3HEHHBIM JIMIIIEHHEeM HACTYIIEHUS UHBIX TSOKKUX

CBO60,Z[I:I MOC/IeICTBUY KBaTU(DULIMPYETCS KakK
TepPOPUCTHUECKUH aKT I10 CTaThe
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['paskmaH BOBJIEKAIOT 110, pa3/IMUHbIMM IIPeIJIOraMu U
cT. 281 YK POD 3a HEe3HAUNUTEJIbHOE JeHesKHOe BO3HarpaxkjeHue K
COBEPILIEHMIO TTO/IKOTOB U MHBIX MTOBPEKAEHNUI Ha
«luBepcus» .
0ObeKTax TPaHCIIOPTHOM MHPPACTPYKTYPHI (B TOM
yICJIe JKeJIe3HOAOPOXKHbBIX IIKA(POB), TPAaHCIOPTHBIX

cpencTB, CpeacCTB CBA3M (B TOM UMCJIE BbIIIIEK
HaKa3bIBaeTCsl, B TOM PEACTS, €D (
COTOBOM CBSI31), OOBEKTOB >KM3HE0OeCcIieueHusI

qucsie, rno>Xxmu3HeHHbIM HaceJieHMs (B TOM YMCJIe 3JIeKTPOIIOACTaHLINM,

O0OBEKTOB BOAOCHAOKEHMSI, Ta30CHAOKeHMS U T.1I.),
NWLIeHHeM CBOOO/IbI
aIMUHMCTPATUBHBIX 3MaHUSIX, JKUJIbIX JOMAaX

Takue gestHMS Tak>Ke MOT'YT KBa/IMMUIMPOBATHCS KaK YMBbIIIIJIEHHOE YHUUTOXKEHNEe WU
ITOBpPEsKIEeHNEe UYKOT0O MMYILIECTBA, COBEPIIIEHHbIe M3 XYIUTaHCKMUX ITOOY>KIeHUM, TI0 MOTHBaM
TTOJINTUUECKOM, UIe0JI0TMUYeCcKOM, pacOBOM, HallMOHAJIbHOM MJIU PeJIMTMO3HOM HEeHaBUCTU 110
cratbe 167 YK P®. MakcumasibHOe HakasaHue 00 IISTH JIeT JIMILeHUS CBOOOObI . .
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LUEHA OJUBEPCUM -

TBOA HH3Hb!
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* gumvd42 * BkonTakre * gumvd42 * OpHok/iacCHUKY ** gumvd42 * BkoHTakTe * gumvd42 * OmHOKIaCCHUKA *

BKoHmakme
«Pe2uoHanbHblll YeHmp
¢puHaHcosol
2pamomtocmu Kysbacca» ]

BecTHuk Knbepnonuuum "Monunymnsa Kysbacca"
Poccuu mvd42
cyberpolice

OF .10 @

@hﬁc
MAX « MHUK
BecmHu MAX

Kubepnonuyuu «ITonuyus Kysbacca»
Poccuu»

» hd'Tan-zymmm , hd-Tan-gy'mmm , dhd-Taw zy'mmm , cpd-Tan-gy'mmm , dod-Taw-zymmm ,
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